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Abstract

The business processes of organizations may deviate from normal control flow due to disruptive anomalies, including unknown,
skipped, and wrongly-ordered activities. To identify these control-flow anomalies, process mining can check control-flow correct-
ness against a reference process model through conformance checking, an explainable set of algorithms that allows linking any
deviations with model elements. However, the effectiveness of conformance checking-based techniques is negatively affected by
noisy event data and low-quality process models. To address these shortcomings and support the development of competitive and
explainable conformance checking-based techniques for control-flow anomaly detection, we propose a novel process mining-based
feature extraction approach with alignment-based conformance checking. This variant aligns the deviating control flow with a ref-
erence process model; the resulting alignment can be inspected to extract additional statistics such as the number of times a given
activity caused mismatches. We integrate this approach into a flexible and explainable framework for developing techniques for
control-flow anomaly detection. The framework combines process mining-based feature extraction and dimensionality reduction to
handle high-dimensional feature sets, achieve detection effectiveness, and support explainability. The results show that the frame-
work techniques implementing our approach outperform the baseline conformance checking-based techniques while maintaining
the explainable nature of conformance checking. We also provide an explanation of why existing conformance checking-based
techniques may be ineffective. Finally, the results indicate that detection effectiveness is not solely dependent on the specific frame-
work technique used, as no one-size-fits-all process mining-based feature extraction approach is suitable for all the synthetic and

—real-world datasets.
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1. Introduction
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high number of users, and high-tech devices involved [33, 8].
This complexity may cause business processes to deviate from

normal control flow due to unforeseen and disruptive anoma-
lies [6]. These control-flow anomalies manifest as unknown,
skipped, and wrongly-ordered activities in the traces of event
logs monitored from the execution of business processes [25].
For the sake of clarity, let us consider an illustrative example of
such anomalies. Figure 1 shows a so-called event log footprint,
which captures the control flow relations of four activities of a
hypothetical event log. In particular, this footprint captures the
control-flow relations between activities a, b, ¢ and d. These
are the causal (—) relation, concurrent (]|) relation, and other (#)
relations such as exclusivity or non-local dependency [3]. In ad-
dition, on the right are six traces, of which five exhibit skipped,
wrongly-ordered and unknown control-flow anomalies. For ex-
ample, (a b d) has a skipped activity, which is c. Because of
this skipped activity, the control-flow relation b#d is violated,
since d directly follows b in the anomalous trace.

Preprint submitted to Knowledge-Based Systems

Figure 1: An example event log footprint with six traces, of which five exhibit
control-flow anomalies.

1.1. Control-flow anomaly detection

Control-flow anomaly detection techniques aim to character-
ize the normal control flow from event logs and verify whether
these deviations occur in new event logs [25]. To develop
control-flow anomaly detection techniques, process mining has
seen widespread adoption owing to process discovery and con-
formance checking. On the one hand, process discovery is a
set of algorithms that encode control-flow relations as a set of
model elements and constraints according to a given modeling
formalism [3]; hereafter, we refer to the Petri net, a widespread
modeling formalism. On the other hand, conformance check-
ing is an explainable set of algorithms that allows linking any
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Figure 2: A high-level view of the proposed framework for combining process
mining-based feature extraction with dimensionality reduction for control-flow
anomaly detection.

Business processes Event logs

|:|Un

r\

deviations with the reference Petri net and providing the fit-
ness measure, namely a measure of how much the Petri net fits
the new event log [3]. Many control-flow anomaly detection
techniques based on conformance checking (hereafter, confor-
mance checking-based techniques) use the fitness measure to
determine whether an event log is anomalous [11, 30, 35, 40].
The scientific literature also includes many conformance
checking-independent techniques for control-flow anomaly de-
tection that combine specific types of trace encodings with ma-
chine/deep learning [25, 48]. Whereas these techniques are
very effective, their explainability is challenging due to both the
type of trace encoding employed and the machine/deep learn-
ing model used [42, 29]. Hence, in the following, we focus on
the shortcomings of conformance checking-based techniques to
investigate whether it is possible to support the development of
competitive control-flow anomaly detection techniques while
maintaining the explainable nature of conformance checking.

1.2. Shortcomings of conformance checking-based techniques

Unfortunately, the detection effectiveness of conformance
checking-based techniques is affected by noisy data and low-
quality Petri nets, which may be due to human errors in the
modeling process or representational bias of process discovery
algorithms [30, 40, 1]. Specifically, on the one hand, noisy data
may introduce infrequent and deceptive control-flow relations
that may result in inconsistent fitness measures, whereas, on
the other hand, checking event logs against a low-quality Petri
net could lead to an unreliable distribution of fitness measures.
Nonetheless, such Petri nets can still be used as references to
obtain insightful information for process mining-based feature
extraction, supporting the development of competitive and ex-
plainable conformance checking-based techniques for control-
flow anomaly detection despite the problems above. For exam-
ple, a few works outline that token-based conformance check-
ing can be used for process mining-based feature extraction to
build tabular data and develop effective conformance checking-
based techniques for control-flow anomaly detection [45, 16].
However, to the best of our knowledge, the scientific literature
lacks a structured proposal for process mining-based feature ex-
traction using the state-of-the-art conformance checking vari-
ant, namely alignment-based conformance checking.

1.3. Contributions

We propose a novel process mining-based feature extraction
approach with alignment-based conformance checking. This
variant aligns the deviating control flow with a reference Petri

net; the resulting alignment can be inspected to extract ad-
ditional statistics such as the number of times a given activ-
ity caused mismatches [3]. We integrate this approach into a
flexible and explainable framework for developing techniques
for control-flow anomaly detection. The framework combines
process mining-based feature extraction and dimensionality re-
duction to handle high-dimensional feature sets, achieve detec-
tion effectiveness, and support explainability. Notably, in ad-
dition to our proposed process mining-based feature extraction
approach, the framework allows employing other approaches,
enabling a fair comparison of multiple conformance check-
ing-based and conformance checking-independent techniques
for control-flow anomaly detection. Figure 2 shows a high-
level view of the framework. Business processes are mon-
itored, and event logs obtained from the database of infor-
mation systems. Subsequently, process mining-based feature
extraction is applied to these event logs and tabular data in-
put to dimensionality reduction to identify control-flow anoma-
lies. We apply several conformance checking-based and con-
formance checking-independent framework techniques to pub-
licly available datasets, simulated data of a case study from
railways, and real-world data of a case study from healthcare.
We show that the framework techniques implementing our ap-
proach outperform the baseline conformance checking-based
techniques while maintaining the explainable nature of confor-
mance checking.
In summary, the contributions of this paper are as follows.

¢ A novel process mining-based feature extraction approach
to support the development of competitive and explainable
conformance checking-based techniques for control-flow
anomaly detection.

¢ A flexible and explainable framework for developing tech-
niques for control-flow anomaly detection using process
mining-based feature extraction and dimensionality reduc-
tion.

e Application to synthetic and real-world datasets of several
conformance checking-based and conformance checking-
independent framework techniques, evaluating their detec-
tion effectiveness and explainability.

The rest of the paper is organized as follows.

e Section 2 reviews the existing techniques for control-flow
anomaly detection, categorizing them into conformance
checking-based and conformance checking-independent
techniques.

e Section 3 provides the preliminaries of process mining
to establish the notation used throughout the paper, and
delves into the details of the proposed process mining-
based feature extraction approach with alignment-based
conformance checking.

e Section 4 describes the framework for developing con-
formance checking-based and conformance checking-
independent techniques for control-flow anomaly detec-
tion that combine process mining-based feature extraction
and dimensionality reduction.



e Section 5 presents the experiments conducted with mul-
tiple framework and baseline techniques using data from
publicly available datasets and case studies.

e Section 6 draws the conclusions and presents future work.

2. Related work

The large body of research on control-flow anomaly detec-
tion in event logs sees a wide range of data-driven approaches
[25]. In particular, the scientific literature developed techniques
for control-flow anomaly detection that may or may not use
conformance checking. To distinguish between those that use
conformance checking and those that do not, we refer to them
as conformance checking-based techniques and conformance
checking-independent techniques.

2.1. Conformance checking-independent techniques

Conformance checking-independent techniques use specific
types of trace encodings to extract features from event logs,
such as one-hot encoding and word2vec [25]. In particular,
trace encodings may extract process-based statistics, such as N-
grams or directly-follows relationships [48]. We refer to these
types of trace encodings as statistical process mining-based fea-
ture extraction.

Deep learning. A large class of conformance checking-
independent techniques rely on deep learning by feed-forward
and/or recurrent neural networks, such as the autoencoder [37,
50, 18, 15, 22], long-short term memory networks [17, 27] and
gated recurrent unit networks [38, 19]. Some works combined
these approaches, employing both the autoencoder and recur-
rent neural networks to exploit the ability of reconstruction-
based and prediction-based anomaly detection [52, 51, 20].
Although conformance checking-independent techniques us-
ing deep learning are very effective, their performance could
differ based on the type of trace encoding [47]. Moreover,
deep learning is notoriously affected by explainability issues
[42]. To address these issues, the scientific literature aimed
to combine deep learning with process mining. Firstly, recur-
rent neural networks have been used to approximate the diag-
nostics that alignment-based conformance checking provides;
arguably, these workarounds reduce the computational cost of
alignment-based conformance checking while reaching compa-
rable results [39, 12]. Additionally, other approaches used deep
learning to pre-process data so that process mining could pro-
vide better performance. For example, Krajsic and Franczyk
[26] used the autoencoder to perform anomaly detection before
process mining to obtain higher-quality process models through
process discovery. Similarly, Wang et al. [51] applied process
mining after conformance checking-independent control-flow
anomaly detection to provide diagnostics and inspect the causes
of deviating control flow. These works suggest that the litera-
ture recognizes the utility of process mining in improving the
explainability of control-flow anomaly detection based on deep
learning.

Statistics. Whereas many conformance checking-independent
techniques rely on deep learning due to its detection effective-
ness, several proposals set forth statistical approaches. Mostly,
these approaches rely on evaluating the similarity of new event
data to a normal and interpretable statistic. For example, Li and
van der Aalst [28] encoded information from the directly fol-
lows and dependency relations, building “profiles” by which
new event data are compared to evaluate whether they are
anomalous. Ko and Comuzzi [24] extracted a statistical in-
dex termed leverage measure to use as a metric to calculate the
“anomaly score” of traces in event logs; this measure can be
used to either fit a statistical distribution or build a threshold to
which new traces are compared. Similarly, Luftensteiner and
Praher [31] presented an approach based on spectral analysis of
the adjacency matrix built from a graph that encodes a given re-
lation among events. The approach evaluates the difference be-
tween the second-highest eigenvalue of adjacency matrices —
i.e., the spectral gap — of a normal event log and a new event
log; if the spectral gap is too large, the new event log is anoma-
lous. Finally, Mavroudopoulos and Gounaris [34] proposed a
nearest-neighbor-based approach that evaluates the distance be-
tween reference “vector traces”, i.e., trace encodings, and new
vector traces using different metrics; if the distance exceeds a
given threshold based on the set of normal trace encodings, the
new vector trace is classified as anomalous.

The high heterogeneity of conformance checking-
independent techniques for control-flow anomaly detection
makes a comprehensive and fair comparison between them a
challenging task. The framework that we propose in Section 4
aims to implement reconstruction-based anomaly detection, as
done in many of the reviewed references [37, 50, 18, 15, 22].
However, an overarching comparison of all conformance
checking-independent techniques is out of the scope of this
work. Instead, as discussed below, we focus on enhancing
conformance checking-based techniques to both improve the
detection performance and maintain the explainable nature of
conformance checking.

2.2. Conformance checking-based techniques

Contrary to conformance checking-independent techniques,
conformance checking-based techniques do not employ trace
encodings such as one-hot encoding and word2vec. Instead,
conformance checking-based techniques aim to seamlessly
check new event logs with a reference Petri net, obtaining the
fitness measure to indicate whether the event data is anomalous
[11, 5, 30, 35, 40]. In addition, the fitness measure is tightly
connected to the Petri net semantics, thus providing explain-
able ways to analyze the root cause of unfitting event logs [1].
However, relying on fitness thresholding has shown poor detec-
tion effectiveness mostly due to noisy data and/or low-quality
process models [30, 40]. In this regard, let us consider Figure
3, which depicts a normal event log, namely an event log con-
taining normal traces from one of the datasets we use during the
evaluation, and a reference Petri net from the same dataset. The
histogram shows that a high percentage of traces have a fitness
measure below 0.75. It is therefore not trivial to set a threshold
based on these results.
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Figure 3: The distribution of fitness values of case-study traces of a normal
event log replayed on a reference Petri net. The inconsistent distribution of
fitness values of the case-study traces makes fitness thresholding ineffective for
control-flow anomaly detection.

Solutions to the shortcomings. Whereas some works disre-
garded the issue of noisy event logs and/or low-quality Petri
nets by deeming anomalous all traces that the reference Petri net
does not perfectly fit [, 35], other works attempted to account
for these shortcomings by exploiting other information related
to either the reference Petri net or control-flow diagnostics ob-
tained by conformance checking. For example, Bezerra et al.
[11] combined process discovery with conformance checking
to extract the “most appropriate” Petri net according to both a
manually tuned fitness threshold and the simplicity of the Petri
net obtained by process discovery. Similarly, Bezerra et al. [30]
and Pecchia et al. [40] developed algorithms and methods to
discover high-quality Petri nets with process discovery and au-
tomatically tune the fitness threshold for anomaly detection. In
addition to these solutions, which somehow attempt to optimize
the fitness threshold, other approaches combine conformance
checking with machine learning to supply additional informa-
tion about faulty control flow, such as the number of times an
activity was not allowed to execute according to the model se-
mantics. This process leads to conformance checking process
mining-based feature extraction, which results in tabular data
that can be processed by machine/deep learning algorithms for
anomaly detection [44, 45, 16].

Our solution. To address the problem shown in Figure 3 re-
garding the choice of a fitness threshold, the scientific litera-
ture proposes to either a) tune an optimal fitness threshold by
discovering the highest-quality process model through process
discovery, or b) provide additional control-flow information ob-
tained by conformance checking to feed to machine learning.
In this work, we follow approach b) and develop a novel pro-
cess mining-based feature extraction approach with alignment-
based conformance checking, which aligns the deviating con-
trol flow with a reference Petri net; the resulting alignment can
be inspected to extract additional statistics such as the num-
ber of times a given activity caused mismatches. This allows
the connection of these statistics to the reference Petri net for
additional insights on the deviating control flow. We present
this solution in the next section, followed by its integration into
a flexible and explainable framework for developing confor-
mance checking-based and conformance checking-independent
techniques for control-flow anomaly detection.

3. The proposed process mining-based feature extraction

This section first presents the preliminaries of process mining
to establish the notation used throughout the paper. In partic-
ular, we report the standard definitions from the process min-
ing literature of the event log, sublog, trace, Petri net, fitness,
and alignment and moves. After the necessary notation is es-
tablished, the proposed process mining-based feature extrac-
tion with alignment-based conformance checking is developed,
including the definitions of alignment-based fitness and per-
activity cost. These two are used to extract alignment-based
conformance checking diagnoses, i.e., the novel process min-
ing-based feature extraction approach.

3.1. Preliminaries

Firstly, we report the definition of the event log and sublog,
since they are the main inputs to process mining algorithms.

Definition 3.1 (Event log, sublog and trace). Let us denote A
as the universe of activities and A" the universe of possible
sequences of activities in A. Hereafter, we refer to a sequence
of activities as a trace o € A*. An event log L is a multi-set of
k traces, where a multi-set is a set such that there may be two
equal yet distinct elements. Given B(A") the set of multi-sets
over A*, L € B(A"). A sublog is a subset of L. Furthermore,
we denote an n-tuple of event logs £ = (£(1), L(2),..., L(n))
as L € (B(A))".

An event log can be processed by process discovery algo-
rithms to build a process model. This process model captures a
set of possible control flows based on the relationships among
activities within the traces of the event log. There is a plethora
of formalisms to capture these relationships. As mentioned in
Section 1, in this work, we focus on the labeled Petri net (here-
after, Petri net).

Definition 3.2 (Petri net). Let P and Tr be two sets of nodes of
a bipartite graph such that P N Tr = 0, and F C (P X Tr) U
(Tr x P) a set of directed arcs. Furthermore, let A C A be a
set of activities and | : Tr — A U {1} a function that associates
to elements of Tr either an activity of A or the “silent” label
T. A Petri net N is the tuple (P,Tr, F,A,l), where P are the
places, Tr the transitions, F the arcs, A the activities, and [ the
labeling function. Finally, M € B(P) is the (current) marking
of the Petri net, i.e., a multi-set of tokens that determine which
transition is allowed to fire. In the following, we denote N the
universe of Petri nets.

Similar to process discovery, conformance checking algo-
rithms also process event logs, but they use a reference Petri
net and check the traces of event logs against it to verify if the
execution fits the model [3]. The main output of conformance
checking is the fitness, which quantifies how much the process
model fits the event log.

Definition 3.3 (Fitness). Let L € B(A*) be an event log, o € L
a trace, and N € N a Petri net. We denote the fitness computed
by conformance checking when replaying o on N as Fypy €
[0, 1], whereas when replaying all traces of L we denote the
fitness as Fry € [0, 1].



Table 1: Alignment-based conformance checking diagnoses obtained from re-
playing the n-tuple of event logs £ against a Petri net N.

Eventlog ¢ c2 € Frin
L) Ue, £(1) Uy £(1) Ue,£0y  Frayw
£2) Ue, £2)  Uer L(2) Ue, £y Frown
L(n) Ue, £)  Uer,L(n) Ue, £y Fropn

Although there are many conformance checking variants in
the literature, the state-of-the-art is alignment-based confor-
mance checking. This variant attempts to find the best path
across the reference Petri net that most accurately approximates
the traces in the event log that deviate from normal control flow.
This is done by taking into account the log moves in an event
log and their alignment to the reference Petri net by evaluating
the corresponding model moves.

Definition 3.4 (Alignment and moves). Let us denote > as the
“skipped” activity. Let N € N be a Petri net and o € A" a
trace. o = {ai,...,a,) € (AU {>})* is a (finite) sequence
of log moves related to o if and only if o \ {>} = 0. Then,
oy =(b1,...,b,) € (AU {1} U {>})* is a (finite) sequence of
model moves if and only if oy \ {>>} is a firing sequence of N,
i.e. an allowed control flow. An alignment vy, y is the two-row
matrix

_ aq az‘---‘ao
’)/O',N_ b]‘bZ""‘bg’ (1)

ifforall 1 <i<o, (a;,b;) # (>,>), where (a;, b;) is a move.

3.2. Alignment-based conformance checking diagnoses

Our proposal aims to collect information recorded through-
out alignment-based conformance checking when replaying
event logs on a reference Petri net; we term such information
as alignment-based conformance checking diagnoses. These
diagnoses involve computing the alignment-based fitness and
the per-activity cost.

Definition 3.5 (Alignment-based fitness). Let us denote I'yy
as the set of all alignments between a trace o € A* and a Petri
net N € N. Let 6 be the unitary cost function for a pair of
moves or an alignment. Finally, let v\, € I'cy be the worst-
case alignment and vy, € I'cy the best-case alignment, i.e.,
the alignments with the least and most costs according to 0,
respectively. The alignment-based fitness for o is defined as

SO

Foy=1- .
N 52

@

Let L € B(A*) be an event log. The alignment-based fitness for
L is defined as

Fin=—"—. 3)

Definition 3.6 (Per-activity cost). Let N € N be a Petri net,
o € A" atrace, Cyn C A the set of activities found either in
o or in labeled transitions of N, 6 the cost function for a pair
of moves or an alignment, vy, ; € I'c n the best-case alignment,
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Figure 4: Generation of alignment-based conformance checking diagnoses by
replaying the n-tuple of event logs £ against a Petri net N.

andy, . \ the set of moves of y, y such that ¥(a,b) € y, , v, ¢ =
aV ¢ = b. The per-activity cost for o is defined as

U= Y. 8(@b), c€Con @)

@b)ey’ .y

Let L € B(A*) be an event log and Cry C A the set of activities
found either in traces of L or in labeled transitions of N. The
per-activity cost for L is:

Uel = Z Ucogs CE C’L,N' (5)

o€l

Definition 3.7 (Alignment-based conformance checking diag-
noses). Let L € (B(A"))" be an n-tuple of event logs, N € N
a Petrinet, Cpny = {c1,...,¢o} © A the set of activities found
either in traces of event logs of L or in labeled transitions of
N. Alignment-based conformance checking diagnoses for L is
tabular data arranged as in Table 1.

Figure 4 visualizes the generation of alignment-based con-
formance checking diagnoses. A starting set of event logs £
is aligned to a Petri net N, generating a set of alignments per
event log £(1)...L(n). Subsequently, alignment-based fitness
F .~ and per-activity costs ue, g1y ... Ue, £(1) Per event log
L(1)...L(n) are calculated. The results are joined together
to form alignment-based conformance checking diagnoses. Fi-
nally, machine learning can handle the resulting tabular data.

Hllustrative example. Figure 5 shows the connection between
alignment-based conformance checking diagnoses of three
traces and the reference Petri net of one of the datasets we
use in Section 5. Specifically, the reference Petri net pro-
vides control-flow relations that alignment-based conformance
checking uses to check whether traces 0|, o, and o3 deviate
from such relations. For example, o7} exhibits duplicated (t35),



Duplicated (635) Wrongly-ordered (651 — t62) Skipped (121 — 132, t44 — t54, 176 — 182) Unknown ((75)
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Figure 5: The connection between alignment-based conformance checking diagnoses of three traces and the reference Petri net of one of the datasets we use in

Section 5.

wrongly-ordered (t51—t62), skipped (t21—t32, t44—t54,
t76—t82), and unknown (t75) control-flow anomalies. As
a result, this reflects in some mismatches in the correspond-
ing alignment, highlighted by the moves (t35,>), (>,t32),
(t62,>), (>,t76) and (t75,>). These mismatches can be pro-
jected onto the process model. For example, by summing all
per-activity costs related to t44, this results in ) #4445 = 3.

4. Framework

4.1. Problem statement

The framework combines process mining-based feature ex-
traction and dimensionality reduction to allow the flexible de-
velopment of several conformance checking-based and con-
formance checking-independent techniques for control-flow
anomaly detection. This enables a fair comparison of multiple
techniques, which may include our proposed process mining-
based feature extraction approach using alignment-based con-
formance checking.

Framework guidelines. Following Chandola et al.’s guidelines
[14] for developing anomaly detection techniques, which in-
clude defining the nature of data, type of anomalies, and the
research areas employed, the framework:

e Handles the event logs of business processes (see Defini-
tion 3.1) and address control-flow anomalies such as un-
known, wrongly-ordered, and skipped activities;

e Uses conformance checking and other types of trace en-
codings for process mining-based feature extraction and
generate tabular data from event logs;

¢ Employs dimensionality reduction with the tabular data re-
sulting from training and validation event logs to build a
classifier, and subsequently use the classifier to discrimi-
nate normal and anomalous event logs.

Scenario type. The type of data used during the training phase
of anomaly detection techniques is highly dependent on the sce-
nario type. For example, whereas supervised scenarios have
plenty of data with accurate labels for normal and anomalous
data, unsupervised scenarios involve unlabeled data only and
are effective when anomalous data are infrequent [14]. There

is an intermediate scenario, namely the weakly-supervised sce-
nario. This scenario brings the benefit of having loads of la-
beled normal data and a limited amount of anomalous data, and
is common in business process monitoring [53, 54, 20]. By us-
ing only normal data during the training phase, the technique is
tuned to accurately discriminate those patterns that are consis-
tent with normal behavior, and to detect any deviations from it.
Due to weak supervision being a common scenario in business
process monitoring, and the potential benefits of tailoring the
anomaly detection technique to normal data only, the proposed
framework deals with the weakly-supervised scenario. Hence,
the framework includes only normal event logs during training
and retains anomalous event logs in the test set. However, it is
worth noting that weak supervision means the data may con-
tain inaccuracies and incomplete information [55, 21]. Conse-
quently, noisy event logs and low-quality Petri nets can lead to
issues such as those shown in Figure 3.

Explainability. In addition to Chandola et al’s guidelines, the
framework aims to provide an explanation of the anomalies
according to Li et al’s [29] definitions, which are the oracle-
definition, detection-definition, and explanation-definition. The
oracle-definition is domain-specific and reflects the above-
mentioned unknown, wrongly-ordered and skipped activities.
For example, wrong medical treatment could lead to a doctor
skipping key analyses for their patient, thus skipping activi-
ties. The remaining two types are framework-dependent and
strongly connected to process mining-based feature extraction
and dimensionality reduction, which are the framework’s main
steps depicted in Figure 6 and described in the following.

4.2. Process mining-based feature extraction

Firstly, event logs and a reference Petri net are obtained from
the business process to check for deviations. On the one hand,
the event logs are monitored while the business process is being
executed and are labeled as normal or anomalous. On the other
hand, the reference Petri net could be obtained either manually
by domain experts or through the automatic generation from
normal event logs, for example by using process discovery al-
gorithms. The event logs are split into training, validation and
test sets so that the normal control flow is characterized using
the training set, the ability to generalize is evaluated with the
validation set, and the performance is assessed with the test set,



which is the only set including anomalous event logs. Process
mining-based feature extraction applies to all three sets to ob-
tain tabular data from event data.

Definition 4.1 (Process mining-based feature extraction). Let
L € (B(A"))" be an n-tuple of event logs and N € N a Petri
net. Statistical process mining-based feature extraction Fg is

defined as
Fs : (BA))" — R, ©6)

such that F5 (L) is an n X f matrix, where the columns are ob-
tained directly from statistics in the event logs of L. Confor-
mance checking process mining-based feature extraction F¢c
is defined as

Fee : (BA)) x N - R/ (7

such that Fec(L, N) is an n X f matrix, where the columns are
obtained by checking the event logs of L against N by CC.

Statistical process mining-based feature extraction has the
advantage of being conformance checking-independent, as fea-
tures are extracted from the statistical occurrence of certain pat-
terns within the traces of event logs. However, the disadvan-
tage is the absence of a reference Petri net, which allows an
improved explanation of anomaly detection results. For exam-
ple, Figure 5 shows that conformance checking process min-
ing-based feature extraction implemented with our proposed
approach associates the per-activity cost with model elements,
flagging those transitions that cause mismatches. In the follow-
ing, we review the other process mining-based feature extrac-
tion approaches we use in Section 5. We denote C s C A the set
of activities found in the traces of the event logs of L. Besides,
recall we denote Cpn C A the set of activities found either in
the traces of the event logs of £ or in labeled transitions of a
reference Petri net (Definition 3.7).

N-grams. The N-grams statistical process mining-based fea-
ture extraction involves counting the number of times an N-
tuple of activities in the traces of the event logs of £ occurs
[48]. Let Cy x -+ X Cp = (Cp)N be the set of N-grams and
ICZI the total number of N-grams. Fs : (B(A*))" — NCll
associates each L € £ with a ICﬁl-tuple (fise-s f|CZ|) such that
fi € N counts the number of occurrences of the corresponding
N-gram in L.

Directly-follows. The directly-follows statistical process min-
ing-based feature extraction involves counting the number of
times a directly-follows relation occurs in traces of £, where a
directly-follows relation is such that, given a trace o € L and
activities ay, a, € o, either a, follows a; or vice versa [3]. Let
DF = (Cg XCp)\{(c,c) : ¢ € Cg} be the set of directly-
follows relations and |D% | the total number of directly-follows
relations. Fg : (B(A*))" — NP7 as50ciates each L € £ with
a |DF |-tuple (fi, ..., fipF)) such that f; € N counts the number
of occurrences of a given directly-follows relation in L.

Token-based conformance checking. The token-based con-
formance checking process mining-based feature extraction
[45, 16] involves tracking the token dynamics while checking
whether the traces of an event log meet the control-flow con-
straints of a reference Petri net. Specifically, when an activ-
ity of a trace is not allowed to execute according to the cur-
rent marking of the reference Petri net, token-based confor-
mance checking tracks the missing (m) tokens. In like man-
ner, when the last activity of a trace executes, token-based
conformance checking tracks the remaining (») tokens in the
places of the reference Petri net. Finally, token-based con-
formance checking tracks the consumed (c) and produced (r)
tokens, and the total number of activities executed. Formally,
Fee  (B(A)) x N — R™3+Ceal ags0ciates each L € L with
a (3 + |C£,N|)'tuple (FL,N» fm» fr’ fCL'_N,l? cee fCL‘,Nv‘CL“N\) such that
Fiy = |T1\ Soer 31 =2)+ 1(1 - 2) is the fitness obtained by
token-based conformance checking [3], f,f, € N count the
number of missing and remaining tokens, and f¢,, ; counts the
number of times a given activity ¢; € C y executed.

4.3. Dimensionality reduction

Regardless of the type of process mining-based feature ex-
traction used, the resulting tabular data are managed by a di-
mensionality reduction technique that reconstructs the data by
encoding and decoding functions. This allows control-flow
anomaly detection by the reconstruction-based approach, which
has shown satisfying performance on account of the ability of
dimensionality reduction to handle high-dimensional and pos-
sibly non-linear feature spaces.

Definition 4.2 (Dimensionality reduction technique). Let T €
R™f be a matrix with n rows and f columns. A dimension-
ality reduction technique DR is a pair of functions defined as
follows:
- RS Ir
{Z)RE.R%R oy ®)
DRD : Rf - Rf

where DRg is the encoding function and DRp the decoding
function. f; = DRp(t;) is the reconstruction of the i-th row
of T by the decoding function of the technique after obtaining
the encoding model upon the application of the encoding func-
tion. Let us define & : R/ — R the function that calculates
the reconstruction error. We denote &, = &(t;) = ||t; — £il| the
reconstruction error of t;.

The dimensionality reduction phase is two-stepped. These
are the training and validation steps. Firstly, the encoding
part of a dimensionality reduction technique DRg is used to
project the training tabular data TR € R"**/ onto a new lower-
dimensional coordinate system with domain R/*. This coordi-
nate system is used to project validation tabular data V € R™*/
onto it. After this projection, each validation sample is recon-
structed in the original space with the decoding part of the di-
mensionality reduction technique DRp. The process repeats
with different configurations of the dimensionality reduction
technique until the reconstruction error on the validation set is
minimized. In the following, we review the dimensionality re-
duction techniques we use in Section 5. We denote T € R™/
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Figure 6: The refined view of the proposed framework for combining process mining-based feature extraction with dimensionality reduction for control-flow

anomaly detection.

a matrix obtained by process mining-based feature extraction
with centered columns, i.e., the mean of each column is O and
their standard deviation is 1, r € R/ a row vector of 7, and X’
(x") the transpose of a generic matrix (row vector) X (x).

Principal Component Analysis. The Principal Component
Analysis (PCA) is a widespread linear approach for dimension-
ality reduction [4]. The PCA projects T onto a new coordi-
nate system by eigendecomposition of the 7’s covariance ma-
trix: 17T = UAU’, where U € R/ is the matrix whose
columns are eigenvectors and A € R/ is a diagonal matrix
containing the eigenvalues corresponding to the eigenvectors.
The columns of U represent the so-called principal compo-
nents, whose linear combination with the rows of T results in
the projection of T onto the new coordinate system. The PCA
is such that the first few principal components concentrate most
of the explained variance. Hence, on the one hand, the encod-
ing part of the PCA can be formulated as DRg() = tUp, where
Up € Rk is U with the first fz columns retained. On the
other hand, the decoding part of the PCA can be formulated as
DRp(t) = DRe(DU,.

Sparse Principal Component Analysis. The Sparse PCA
(SPCA) extends the PCA by leaving out some features of the
input space when building the new coordinate system to include
only the significant ones [56]. This is enforced by convert-
ing the PCA formulation as a sparse regression problem with
aregression regularization parameter and a sparsity coeflicient,
leading to the sparse matrix Us € R/*/ and the reduced version
Usp € Rk, The encoding and decoding parts of the SPCA
are the same as the PCA.

Kernel Principal Component Analysis. The Kernel PCA
(KPCA) extends the PCA by finding a high-dimensional hyper-
plane where T can be linearly separated using the so-called ker-
nel trick [36]. Firstly, each row of T is projected onto a higher-
dimensional hyperplane with domain R, f, > f by a map-
ping ¢ : R/ — R/, The covariance matrix of the transformed

(centered) data is as follows: C = % o) o) € RSeXfe,
where #; € Rf is a row of T. Let us consider the kernel func-
tion k(#;, ;) = ¢(t:)¢p(t;)" € R and the kernel matrix K € R™"
such that K;; = k(t;,t;). The eigenvalue equation 1V = CV,
where 1 € R and V € R%, transforms to Kv = nlv, where
v € R" is an eigenvector of K. The eigenvectors represent the
kernel principal components, leading to the matrix U, € R™"
and the reduced version U,p € R™/%, The encoding part of
the KPCA can be formulated as DRg(f) = k(U p,k(t) =
(o(t,11),...,6(,1,)) € R". The decoding part involves ridge
regression, which requires solving the following minimization
problem: ming(||U, g8 - TI? + ¥IIBII*}, where || - ||* indicates the
squared norm, y € R is a regularization term, and 8 € R/*/ the
matrix of regression components. Finally, the decoding part of
the KPCA can be formulated as DRy (1) = «(¢)8.

Autoencoder. The autoencoder is a widespread feed-forward
neural network approach for dimensionality reduction which
accounts for non-linear dependencies in 7’s features through
the non-linear transformations of the network’s neurons [43].
The simplest autoencoder structure is a symmetric feed-forward
network with three fully-connected hidden layers, namely the
encoder, code and decoder layers. The code layer implements
DREe(t) = Weog(Wet+bg)+bc, where b € R/E0 and bc € R/x
are the encoder and code bias vectors, Wy € R/ E»*/ and
W € R/@Jep are the encoder and code weight matrices, and
o g the activation function applied by the encoder layer’s neu-
rons. The output provides the reconstructed data, implement-
ing the decoding part DRp(t) = Woop(WpDREg(t) + bp) + bo,
where bp € R/E and by € R/ are the decoder and output bias
vectors, Wp € R&*fep and W, € R/*/ep are the decoder and
output weight matrices, and o p the activation function applied
by the decoder layer’s neurons.

Table 2 briefly describes the techniques above, mentioning
the approach followed, the complexity and type of the encod-
ing and decoding parts, and the framework formulation. The
choice of the specific technique depends on the computational
resources available and the data at hand. For example, on the



Table 2: A set of dimensionality reduction techniques with their framework
formulation.

Technique Approach Complexity Type Formulation
PCA Eigendecomposition Low Linear D’Ri)(’lte)E(:/)Z;éZf)U}
. . . DRe(t) = tUs p
SPCA Sparse regression Medium Linear Z)‘Rn(t)hit)l)ﬂfﬁ(;ill/l{.,,
Kernel trick, -
KPCA eigendecomposition, Medium Non-linear Dgg’z{;_’((z'l)/gp
kernel ridge regression D=
Autoencoder Neural network High Non-linear DRe(0) = Wear (Wt + br) + be

DRp(t) = Woorp(WpDRE(t) + bp) + bo

one hand, the PCA can be preferred to other methods if the
feature space of data does not exhibit non-linear relationships
and/or there are limited computational resources available. On
the other hand, if computational resources are not constrained
and there are loads of data with non-linear relationships in the
feature space, the autoencoder could provide better results. Fi-
nally, it is worth mentioning that there are other dimensional-
ity reduction techniques, such as the linear discriminant analy-
sis [49] and t-distributed stochastic neighbor embedding [9], as
well as further extensions of the ones we presented, such as the
robust PCA [13] and variational autoencoder [23].

4.4. Anomaly detection and explanation

A threshold on the reconstruction error &, can be calculated
for classifying test data during anomaly detection. Let &, =
llvi — ¥ill,i € {1,...,ny} be the reconstruction errors of rows
v; € R/ of validation tabular data V € R™*/. Let 3, |lv; — ¥ill
be the sum of such errors. &, is calculated by a function r over
the sum of reconstruction errors, i.e., &y, = r(X; |lvi — ¥il[). For
example, r can be the mean squared error: &, = Z’”‘;—V_‘HZ
Definition 4.3 (Anomaly detection). Let t € R/ be a test sam-
ple, DRp the decoding part of a dimensionality reduction tech-
nique tailored to a training set, f = DRp(t) the reconstruction
of t using DRp, &; = ||t—1|| the reconstruction error of t, and Ey,
a threshold to the reconstruction error obtained with a valida-
tion set. The classification of t is normal if &, < &, anomalous
otherwise.

The combination of a process mining-based feature extrac-
tion approach and a dimensionality reduction technique forms
a framework technique. The detection-definition of framework
techniques is linked to Definition 4.3: the framework tech-
niques identify as anomalous those event logs whose process
mining-based feature extraction leads to a reconstruction error
higher than the threshold. However, while this definition out-
lines what is an anomaly, it does not provide insight into why
the event log led to an anomalous reconstruction error. There
are several anomaly explanation techniques available to provide
an explanation-definition. In this work, we focus on addi-
tive feature-based explanation, which explains the output of an
anomaly detection technique by superposition of the impact of
the features of input data [32].

Definition 4.4 (Anomaly explanation). Let t € R/ be a test
sample, DRp the decoding part of a dimensionality reduc-
tion technique tailored to a training set, DRp(t) = f the re-
construction of t using DRp, and & the function that calcu-
lates the reconstruction error. The additive explanation of &,

is& =0+ 2{':1771-8,,9,;7,- eR n==01,....0n7) € RS is the
anomaly explanation, where 1; denotes the effect of feature f;
on&,.

Several methods such as Local Interpretable Model-agnostic
Explanations, DeepLift, and Classic Shapley Value Estimation
can be used to calculate 5. These methods are unified under a
framework that calculates the so-called SHapley Additive ex-
Planations (SHAP) values [32]. These values have been used
to explain the results of several dimensionality reduction ap-
proaches to anomaly detection [46, 7]. In conclusion, we would
like to remark that not only does this explanation-definition de-
pend on the dimensionality reduction technique but also on pro-
cess mining-based feature extraction. For example, SHAP val-
ues linked to the features of our proposed process mining-based
feature extraction approach directly connect to the elements of
the reference Petri net. This connection gives additional model-
based insight into the reason why test data are classified as
anomalous.

5. Experiments

In this section, we first describe the datasets used. Secondly,
we detail the framework techniques and baseline conformance
checking-based techniques with which we experiment. Finally,
the goals of the experiments, the performance metrics used, and
the results of the experiments are reported and discussed.

5.1. Datasets

The datasets include well-known benchmarks for anomaly
detection in event logs (PDC 2020/2021), simulation related
to a railways case study (ERTMS), and real-world data from
a healthcare case study (COVAS).

PDC 2020/2021. The PDC datasets' are generated by simula-
tion of a variety of Petri nets. For each PDC dataset, the dif-
ferent Petri nets are obtained by tuning several characteristics
of a base Petri net, introducing more complex control-flow pat-
terns such as non-local dependencies between activities. PDC
2020 contains two event log sets named ground_truth and
training. Each event log of the training set is generated
by randomly walking one of the Petri net variants 1000 times,
thus producing 1000 traces. In addition to simulating the Petri
net variant, the training set contains an event log correspond-
ing to a Petri net variant with noise introduced in the traces.
For example, given N the Petri net variant and Ly the simu-
lated event log of the training set, the authors produce the
noisy event log Ly. Regarding the ground_truth set, there
are as many event logs of 1000 traces as Petri net variants.
However, the authors did not mention whether these event logs
were obtained by randomly walking the corresponding Petri net
variant. Instead, they label each trace as either positive or
negative to allow practitioners to test their algorithms. In

"https://www.tf-pm.org/competitions-awards/
discovery-contest
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our experimentation, we organize the dataset as follows. We
take the training event logs of two Petri net variants and
the corresponding ground_truth event logs. Then, we con-
sider normal one of the two variants, and anomalous the other.
Specifically, all the traces of the training event logs of the
normal variant are considered normal, and positive traces of
the ground_truth event log are also considered normal. Con-
versely, all traces of the training event logs of the anoma-
lous variant are considered anomalous, and positive traces
of the ground_truth event log are also considered anomalous
because they fit the anomalous variant. The same process is ap-
plied to the PDC 2021 dataset. Finally, we consider the base
Petri net in both datasets as the input Petri net for conformance
checking process mining-based feature extraction.

ERTMS. The European Rail Traffic Management System
(ERTMS)? is a standard that regulates European railways for
the smooth and safe operation of trains across Europe. ERTMS
prescribes textual requirements for several procedures and pro-
vides informal activity and state diagrams to facilitate the im-
plementation of these procedures. In this work, we consider
the RBC/RBC Handover procedure, which regulates the pro-
cess that trains must follow when their journey involves chang-
ing their supervision from one RBC to another, where the RBC
is an entity whose supervision scope involves a limited area
of on-track equipment and trains. This procedure was consid-
ered in [16] and used as proof of concept for the experimen-
tation of anomaly detection in simulated traces generated by
a BPMN model of the RBC/RBC Handover. We replicate the
anomaly injection process proposed by the authors as follows.
We consider the resources associated with the activities of the
BPMN model of the RBC/RBC Handover and randomly walk
the model to generate 2000 traces. Then, we split these 2000
traces into two normal and anomalous event logs of 1000 traces
each. Each trace of both event logs is injected with anoma-
lies. This injection: randomly selects a resource among those
involved in RBC/RBC Handover, considers the activities asso-
ciated with this resource, and proceeds to introduce missed, du-
plicated, or wrongly-ordered activities in the trace uniformly
according to a given probability. This probability depends on
the nature of the trace. In our simulations, we set the probabil-
ity to 5% for each anomaly type in normal traces and 25% for
each anomaly type in anomalous traces. This means that, given
a normal trace and assuming the introduction of each anomaly
is independent, there is 1—-0.95° ~ 15% probability of having at
least one of the anomalies, whereas, given an anomalous trace
and assuming the same, there is 1 —0.75% ~ 57% probability of
having at least one of the anomalies.

COVAS. The COVID-19 Aachen Study (COVAS) involved
monitoring the treatment process of COVID-19 patients from
March 2020 to June 2021 [41, 10]. The data are preprocessed
by cleaning incomplete traces, using abstractions for some ac-
tivities of negligible significance, and filtering infrequent vari-
ants. Furthermore, the data are split into three event logs, ac-
cording to three different time frames matching the first, second

’nttps://www.ertms.net/
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Table 3: The properties of the datasets for the experiments.

Property COVAS ERTMS PDC2020 PDC 2021
Application Real Real Abstract Abstract
Nature Real-world Synthetic ~ Synthetic ~ Synthetic
Labeling By domain experts  Synthetic ~ Synthetic ~ Synthetic
Normal traces 1000 (augmented) 1000 3020 4250
Anomalous traces 1000 (augmented) 1000 2496 2125
Training event logs 120 120 363 511
Validation event logs 30 30 90 127

Test event logs 250 250 650 637

and third infection waves. This split is backed up by litera-
ture, as there have been significant differences in COVID-19
patients’ clinical course and treatment among these three infec-
tion waves. The three COVAS event logs have 106, 59, and 22
traces. The traces are labeled following the viewpoint of the
first infection wave. Hence, the first-wave event log contains
normal traces, whereas the other second- and third-wave event
logs are anomalous. To achieve a dataset whose dimension is
comparable to the others, we augment the data by random re-
sampling of traces of the same kind. Finally, we consider a Petri
net related to the first infection wave and discovered by authors
in [10] as the input Petri net for conformance checking process
mining-based feature extraction.

For all datasets, the normal and anomalous traces are grouped
into event logs of 5 traces each, resulting in two sets of normal
and anomalous event logs. All anomalous event logs are re-
tained in the test set, whereas the normal event logs are split as
follows. 25% of normal event logs are held out and placed into
the test set and the remainder is used as the training set. Next,
20% of the training set is held out and placed into the validation
set. Table 3 collects the properties of the datasets. These prop-
erties outline whether the target application is real or abstract,
the nature is synthetic or real-world, and the labeling is syn-
thetic or done by domain experts. For example, let us consider
the ERTMS dataset. It is a real application because it involves
a railway standard, its nature is synthetic because the data is
obtained by simulating the model, and the labels are synthetic
since they depend on the probabilistic injection of anomalies.
Furthermore, we report the number of normal and anomalous
traces, and the resulting training, validation and test event logs
obtained according to the percentages above.

5.2. Techniques

5.2.1. Baselines

In this work, we consider the conformance checking-based
techniques that rely on fitness thresholding as the baselines
[11, 30, 35, 40]. As mentioned, Figure 3 highlights that set-
ting a threshold for the fitness measure is challenging since the
fitness values are spread inconsistently, even though the normal
event log and the reference Petri net are, respectively, the set of
first-wave traces and Petri net from the COVAS case study. This
is a critical issue, especially because the reference Petri net was
obtained after laborious pre-processing, hence it should be of
reasonable quality. Regardless, conformance checking-based
techniques that rely on fitness thresholding are worth compar-
ing due to their explainable nature. In fact, the fitness measure
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Table 4:

Parameters used to configure the dimensionality reduction techniques during the validation step of the framework. N/A = Not Applicable.

DR Parameter #1 Parameter #2 Parameter #3 Parameter #4 Parameter #5 Parameter #6
PCA 2 4f ’g 6] N/A N/A N/A N/A N/A
Ir Regression regularization Sparsity coefficient
SPCA (2.4.8.16)  {0.01,0.1,0.25,05.075. 1.0}  {0.1,05.1,2,3} N/A N/A N/A
KPCA fr Regression regularization Kernel Kernel coefficient Polynomial degree N/A
{2,4,8,16}  {0.01,0.1,0.25,0.5,0.75, 1.0} {poly, rbf, sigmoid} {0.01, 0.05, 0.1} {3, 4,5, 6}
Aut d fr Hidden neurons Optimizer Batch size Epochs Activation function
utoencoder 1 4.8, 16} {32, 64, 128, 256} {adam, rmsprop, SGD} (8, 16, 32, 64) {100, 250, 500} {ReLu}

comes from a clear-cut model-based definition (e.g., Definition
3.5), which provides a straightforward explanation of why an
event log is classified as anomalous.

We implement two baseline conformance checking-based
techniques. Firstly, token-based/alignment-based conformance
checking is applied to all event logs in the validation set against
the reference Petri net to obtain the fitness measures for all the
validation event logs. Secondly, a threshold is automatically as-
signed using the minimum of all the fitness measures. This is
because, given that every event log in the validation set is nor-
mal, the best generalization should be achieved by considering
the least fitting event log. We name AB_CC_B and TB_.CC_B
the baselines employing token-based and alignment-based con-
formance checking, respectively.

5.2.2. Framework

The framework allows implementing a wide range of confor-
mance checking-based and conformance checking-independent
control-flow anomaly detection techniques by combining a pro-
cess mining-based feature extraction approach with a dimen-
sionality reduction technique. This combination allows as-
sessing the impact of diverse process mining-based feature ex-
traction approaches on the results [25, 48] and replicating the
reconstruction-based approach for control-flow anomaly detec-
tion [37, 50, 18, 15, 22].

We implement 16 framework techniques for control-flow
anomaly detection. These techniques combine the proposed
(Section 3) and reviewed (Section 4) process mining-based fea-
ture extraction approaches, namely the alignment-based confor-
mance checking (AB_CC), token-based conformance checking
(TB_CC), N-grams (NG) and directly-follows (DF) approaches,
and the reviewed (Section 4) dimensionality reduction tech-
niques, namely the PCA, SPCA, KPCA and autoencoder (AE).
Table 4 provides an overview of the parameters used to con-
figure the dimensionality reduction techniques during the val-
idation step of the framework, which performs an exhaustive
search of all the parameter values to minimize the reconstruc-
tion error. Each framework technique is labeled by a pair of
values (PF, DR), where PF € {AB_CC, TB_CC, NG, DF} indi-
cates the process mining-based feature extraction approach and
DR € {PCA, KPCA, SPCA, AE} the dimensionality reduction
technique.

5.3. Evaluation
The experiments are designed to evaluate two aspects of our
research, which are the following: 1) compare to the base-
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line conformance checking-based techniques the detection ef-
fectiveness and explainability of the framework techniques us-
ing our proposed process mining-based feature extraction ap-
proach; and 2) compare the detection effectiveness of confor-
mance checking-based and conformance checking-independent
framework techniques and evaluate the factors that impact their
performance. The performance of the techniques is evaluated
by their accuracy (A), recall (R), precision (P) and F1-Score
(F1).

Definition 5.1 (Accuracy, recall, precision and F1-score). Let
L € (B(A))' be an n-tuple of labeled test event logs. Let
positive samples be normal event logs and negative samples be
anomalous event logs. Finally, let TP, TN, FP and FN be,
respectively, the true positives, true negatives, false positives,
and false negatives. Accuracy A, recall R, precision P, and FI-
Score F1 are defined as follows:

A TP+TN TP
T TP+TN+FP+FN'~ ~ TP+FN’
TP 2RP
P=—— Fl= ) 9)
TP+ FP R+P

The software for the experiments is implemented using
Python and was run on a Windows 10 machine with an Intel®
Core™ i9-11900K CPU @ 3.50GHz and 32GB of RAM mem-
ory. The software uses libraries for machine learning and pro-
cess mining, such as scikit-learn, tensorflow and pm4py.
In addition, it includes a set of DOS batch scripts to automat-
ically replicate the experiments carried out in this work, avail-
able online on GitHub?.

5.3.1. Baselines comparison

In this part, we compare the detection effectiveness of the
framework techniques using our proposed process mining-
based feature extraction approach, namely (AB_CC, PCA),
(AB_CC, SPCA), (AB_CC, KPCA) and (AB_CC, AE), with the
baselines. Each technique is applied to each dataset 5 times to
account for statistical fluctuations due to the random split of
training, validation and test sets.

Results. Table 5 reports the mean A, R, P and F1 measures
and their standard deviation in subscripts for each technique
and dataset. Except for AB_CC_B’s R measure for the COVAS

3https ://github.com/francescovitale/pm_dr_framework
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Table 5: The mean A, R, P and F'1 measures and their standard deviation in subscripts for each framework/baseline technique and dataset. Measures in bold indicate

the highest figure per dataset.

PDC 2020 PDC 2021 ERTMS COVAS
Technique A%) R%) P(%) FL%)  A(%) R%) P%) FL% A% R%) P%) F1(%) A(%) R(%) P%) Fl(%)
(AB_CC, PCA) 96210 92712 965, 9444 86.024 83.5.4 84.850 84.056 87.615 76846 82315 78.834 85.164 77.5s5 78.500 77.577
(AB_CC, SPCA) 96.810 93814 97.1a0 95314 86320 83.16 85.855 8413, 882,35 78.8s5 82554 80347 91.0,5 87.67, 85875 86570
(AB.CC,KPCA) 96407 92.1;5 97.804 94.6, 86.614 83.513 85916 844, 89.3,; 87.8,3 83.134 8477 928, 87.9;, 89.5.; 885,
(AB_CC, AE) 98.15; 96.6,; 98.1ps 97.30s 88.9,, 862, 884, 872, 912, 83355 883, 85.2 9145, 85.665 87.050 86257
AB_CC_B 36.653 58.602 62305 36.140 38746 53.852 65910 33467 823100 87.656 78257 78.8103 82840 89.1p7 77344 79.1s,
TB.CC_B 23.00s 49906 54776 19405 57004 67.615 Tldgr 56.657 819119 87765 78705 78810 21200 50400 56940 18.4g0
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Figure 7: SHAP (absoulte) values related to the additive feature-based explanation of the four conformance checking-based framework techniques (AB_CC,PCA),

(AB_CC,SPCA), (AB_CC,KPCA), (AB_CC,AE) using the PDC 2020 dataset.

dataset (89.1%), the conformance checking-based framework
techniques using our proposed process mining-based feature
extraction approach outperform both baselines, in some cases
by a very large degree. For the PDC 2020 and 2021 datasets,
the (AB_CC, AE) technique achieves 97.3% and 87.2% F1,
whereas the AB_CC_B and TB_CC_B baselines achieve 36.1%
and 19.4% F'1 for the PDC 2020 dataset, and 33.4% and 56.6%
F1 for the PDC 2021 dataset. The performance gap is smaller
for the ERTMS and COVAS datasets, for which (AB_CC, AE)
and (AB_CC, KPCA) achieve 85.2% and 88.5% F1, whereas
the AB_CC_B and TB_CC_B baselines both achieve 78.8% F'1
for the ERTMS dataset, and 79.1% and 18.4% F'1 for the CO-
VAS dataset.

Framework techniques explanation. Let us consider the
anomaly explanation of techniques (AB_CC, PCA), (AB_CC,
SPCA), (AB_CC, KPCA), (AB_CC, AE) for the PDC 2020
dataset, whose Petri net is depicted on the left side of Figure
5. Figure 7 shows the SHAP (absolute) values for each tech-
nique. These values show the influence of the per-activity cost
of each event log activity and labeled transition of the reference
Petri net on the reconstruction error. For each activity, the mean
SHAP value of anomalous (red) and normal (green) event logs
is shown. The bar plot highlights that the high detection effec-
tiveness of each framework technique is due to: 1) the small re-
construction error of per-activity costs in normal event logs; and

2) the high reconstruction error of per-activity costs in anoma-
lous event logs. For example, the SHAP values of (AB_CC,
AE) highlight that the influence on reconstruction error of per-
activity costs of normal event logs is strictly less than the recon-
struction error of per-activity costs of anomalous event logs. In
addition, each technique outlines that t21 and t75 influence the
reconstruction error significantly, which suggests that the traces
of anomalous event logs often lead to mismatching moves such
as (t21,>), (>,t21), which, in turn, could be due to t21 being
duplicated, skipped, or wrongly-ordered according to the Petri
net’s control-flow relations. In the case of t75, the activity is
simply unknown, hence leading to the mismatching move (t75,
>) in the alignments.

Baselines explanation. Let us consider the distribution of fit-
ness measures of normal and anomalous event logs for the
AB_CC_B and TB_CC_B baselines. Figure 8 shows these dis-
tributions for each dataset, highlighting the intersection of the
anomalous and normal distributions. These histograms pro-
vide insight into why the baseline approaches may fail at cor-
rectly classifying normal and anomalous event logs. In fact, the
worst performance is obtained when there is excessive overlap
of fitness values from normal and anomalous event logs, such
as the PDC 2020/2021 datasets, where the four histograms of
AB_CC_B and TB_CC_B show a significant overlap of normal
and anomalous fitness values. Clearly, a higher-quality Petri
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Figure 8: The normal and anomalous histograms that show the frequency of occurrence of the fitness measures of normal and anomalous event logs per dataset for
the AB_CC_B and TB_CC_B baseline approaches. The intersection highlights the overlap between anomalous and normal histograms.

Table 6: The mean A, R, P and F1 and their standard deviation in subscripts for each framework and baseline technique and dataset. Measures in bold indicate the

highest figure per dataset.

PDC 2020 PDC 2021 ERTMS COVAS

Technique A%) R(%) P%) FL%) A% R% P%) Fl%) A% R% P%) FL% A% R%) P(%) FL(%)
(AB_CC, PCA) 96210 9271, 9655, 94414 86.024 83.5,4 84839 84.026 87615 76.846 82316 78.834 85.1¢s 77.555 78500 77.577
(AB_CC, SPCA) 96819 93814 97.1a9 9534 86320 83.15 85835 8413 882,35 78.85ss 82534 80347 91.0,5 87.672 85.8,5 86.570
(AB.CC,KPCA) 96407 92.1;5 97.804 94.6, 86.614 83.5,; 859;6 8444 89.3,; 87.8,3 83.134 8475 92.8,, 87.9;, 89.5,, 88.5,,
(AB_CC, AE) 98.105 96.6,5 98105 97.3s 88.9;; 8625 88414 8723 91210 83355 88316 8524 9145, 85.665 87.0s9 86257
(TB_CC, PCA) 96.1p5 91751 97.505 94.1gs 90.005 86.606 90.710 88.207 89.601 75.655 90.617 80.0s 52130 57930 5521 48.600
(TB_CC, SPCA) 96.507 92.9,4 97215 94.8; 90.600 87.1;5 917,5 88.9;, 92610 85555 90.9,7 87.653 55617 61215 57205 52.0,
(TB_CC, KPCA) 96514 92651 97.51 94713 67.045 70231 68254 66344 924, 88615 88.126 88217 40855 53.15, 52456 39.639
(TB_CC, AE) 96.604 92.610 97902 95.007 90.00s 87.315 91305 88.815 94.005 89.8,, 9155 90.5, 7385 69.7,5 64.8y3 65727
(DE, PCA) 58.656 60434 STdrs 5455, 79416 77114 71015 7695 8921, 769:;5 87.1i6 80434 89.5,0 78.654 86.624 Sldus
(DF, SPCA) 62255 62404 58904 57215 80417 78.612 78319 78213 8840 74857 86715 78.4s0 8921, 78443 85805 8l.13,
(DE, KPCA) 703,, 67.9;7 6375 64.150 78400 T6.605 75910 76.1og 8921, 77.2;, 868,35 80.6 91900 83.51» 90.I;5 8623
(DF, AE) 71602 69300 64800 65.400 70100 72300 69.800 69.200 89.7,5 80.2,4 86.026 82.654 90.8,, 839, 864y, 85.057
(NG, PCA) 84.019 755, 77316 76318 750y5 73550 72324 12724 87.61., 77.857 81615 79346 91305 83514 88317 85.640
(NG, SPCA) 83800 76017 T.ly 765, 75300 73515 72610 72813 87.600 76865 82.1yy 78554 87.605 75315 83.017 78.1.s
(NG, KPCA) 85.607 75731 80999 77.620 7295 T3lie Tllis 71256 87.614 75311 83230 7820 92.2,; 86.0s¢ 89.1ys 87.240
(NG, AE) 87200 78200 83300 80300 77000 75300 T4300 74700 86.00s 73.13 79514 75.510 92.000 83700 90.1pg 86.400

net could provide much better results with the baselines. This
is the case for the ERTMS dataset, where the anomalous and
normal histograms of both the baselines are better separated,
and, therefore, fitness thresholding is much more effective. Fi-
nally, the COVAS dataset leads to little overlap for AB_.CC_B,
whereas, for TB_CC_B, there is significant overlap.

5.3.2. Framework techniques comparisons

In this part, we compare the detection effectiveness of frame-
work techniques using all four process mining-based feature ex-
traction approaches. Each technique is applied to each dataset
5 times to account for statistical fluctuations due to the random
split of training, validation and test sets.

Results. Table 6 reports the mean A, R, P and F'1 measures
and their standard deviation in subscripts for each technique
and dataset. For the PDC 2020 and COVAS datasets, (AB_CC,
AE) and (AB_CC, KPCA) show the best performance, achiev-
ing 97.3% and 88.5% F1. For the PDC 2021 and ERTMS
datasets, (TB_CC, SPCA) and (TB_CC, AE) show the best per-
formance, achieving 88.9% and 90.5% F1. Arguably, TB_.CC
process mining-based feature extraction is better than AB_CC
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for the PDC 2021 and ERTMS dataset because of the explana-
tion in Figure 8. From this figure, the fitness measures of the
TB_CC_B baseline with respect to the ERTMS dataset are bet-
ter separated than those fitness measures of the AB_CC_B base-
line. Hence, the TB_CC approach could have led to better fea-
tures than AB_CC. Figure 9 depicts the bar plots that capture the
impact of the different process mining-based feature extraction
approaches on the performance measures for each dataset. In
particular, given a PF value, the dimensionality reduction tech-
nique providing the best performance is considered to compare
the best-performing PF-DR value pairs. For example, given the
PDC 2020 dataset, the best-performing PF-DR value pairs are
(AB_CC, AE), (TB_CC, AE), (DF, AE) and (NG, AE), with F1
equal to 97.3%, 95.0%, 65.4% and 80.3%.

Analysis of variance. We conduct an analysis of variance to
evaluate whether the dataset, the process mining-based feature
extraction approach, and the two combined result in statistically
significant differences. To this aim, we design a two-factor full
factorial experiment with factors PF and DS, of which the lat-
ter is the dataset factor. In like manner as Figure 9, for each
PF value, we take the best-performing dimensionality reduc-
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Figure 9: The mean A, R, P and F'1 per dataset of the best-performing dimensionality reduction technique for each process mining-based feature extraction approach.

Table 7: The mean A, R, P and F1 measures and their standard deviation in subscripts per dataset (DS) for each process mining-based feature extraction (PF)
approach. Measures in bold indicate the highest figure per dataset. At the bottom is the significance of the DS and PF factors per metric X, where py indicates the
p-value of the Friedman test (px < 0.05 means the factor is significant with 95% confidence) and Ix the percentage of variance in X explained by the factor.

PF AB.CC TB_CC DF NG
DS A(%) R(%) P(%) FL(%) A(%) R(%) P(%) FL(%) A(%) R(%) P(%) FL(%) A(%) R(%) P(%) FL(%)
PDC 2020 98.1p3 96.6;3 98.1ps5 97.30s 96.604 92914 97902 95.007 71.600 69300 64.800 65.400 87.200 78200 83.3p0 80.300
PDC 2021 889;; 86.2;3 88414 8723 90.609 87.1;3 917,35 889, 80.4;7 78.61, 78319 7823 77.000 75300 74300 74700
ERTMS 91219 83353 88316 8524 94.005 89.8,7; 915,35 9059 89.713 80.2,4 86.0,6 82.604 87.61.1 77837 81.615 79326
COVAS 92810 87.9;, 895, 885y 73.831 69.7:5 64.8,3 65.7:7 91.9090 83512 90.115 8623 922,17 86.0s¢ 89.125 87.249

DS significance and importance: ps = 0.00, 14 = 8.7%; pg = 0.13,Ig = 2.0%; pp = 0.05,1p = 3.2%; pr) = 0.02,Ir; = 2.6%
PF significance and importance: p, = 0.00, /4 = 20.0%; pr = 0.00, Iz = 34.3%; pp = 0.00, Ip = 17.8%; pr1 = 0.00, Ir, = 25.7%
DS and PF significance and importance: p4 = 0.00, I, = 68.7%; pg = 0.00, Iz = 55.2%; pp = 0.00, Ip = 76.8%; pr; = 0.00, Ir; = 66.0%

tion technique for the given dataset. Table 7 reports the mean
values of the performance measures for each DS-PF value pair,
specifying whether the DS factor, PF factor, and DS and PF
factors combined are significant for the target metric using the
non-parametric Friedman test (a p-value less than 0.05 implies
that the factor is significant with 95% confidence). In addition,
the table shows how important the aforementioned factors are
in terms of explained variance. Notably, the proposed AB_CC
process mining-based feature extraction approach shows sat-
isfying performance in all cases, e.g., F1 drops only as low
as 85.2% for the ERTMS dataset and peaks at 97.3% for the
PDC 2020 dataset. However, it is worth noting that AB_CC
is outperformed by by TB_CC for the ERTMS and PDC 2021
datasets. Therefore, it is safe to state that there is no one-size-
fits-all process mining-based feature extraction approach valid
for all datasets; besides, this is also confirmed statistically by
the analysis of variance, which outlines that the interaction be-
tween the DS and PF factors is significant and important for all
the measures considered.

6. Conclusions

In this paper, we took on the detection of control-flow
anomalies in the business processes of organizations. To
address the shortcomings of existing conformance checking-
based techniques and support the development of competitive
techniques for control-flow anomaly detection while maintain-
ing the explainable nature of conformance checking, we pro-
posed a novel process mining-based feature extraction approach
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with alignment-based conformance checking. This confor-
mance checking variant aligns the deviating control flow with
a reference process model; the resulting alignment can be in-
spected to extract additional statistics such as the number of
times a given activity caused mismatches. Secondly, we inte-
grated this approach into a flexible and explainable framework
for developing techniques for control-flow anomaly detection.
The framework combines process mining-based feature ex-
traction and dimensionality reduction, which can handle high-
dimensional feature sets, achieve detection effectiveness, and
support explainability. In addition to our proposed process min-
ing-based feature extraction approach, the framework allows
employing other approaches, enabling flexible development of
multiple conformance checking-based and conformance check-
ing-independent techniques for control-flow anomaly detection.
Using a set of synthetic and real-world datasets, we experi-
mented with several conformance checking-based and confor-
mance checking-independent framework techniques, and com-
pared the results with baseline conformance checking-based
techniques. The results showed that the conformance checking-
based framework techniques using our approach outperform the
baseline conformance checking-based techniques while main-
taining the explainable nature of conformance checking. In
particular, the best-performing framework techniques achieved
97.3%, 88.9%, 90.5% and 88.5% F'1 for the PDC 2020, PDC
2021, ERTMS and COVAS datasets, whereas the baseline
conformance checking-based techniques could achieve up to
36.1%, 56.6%, 78.8%, and 79.1%. We also provide an explana-
tion of why existing conformance checking-based techniques



may be ineffective. Finally, the results indicated that detec-
tion effectiveness is not solely dependent on the specific frame-
work techniques used, as no one-size-fits-all process mining-
based feature extraction approach is suitable for all the datasets.
In fact, analysis of variance outlined that both the dataset and
process mining-based feature extraction approach show statisti-
cally significant differences and high importance in F'1 values.

Future work will extend the capabilities of the framework by
considering additional event log attributes including informa-
tion related to other perspectives as well as the control-flow one
[3]. Such information can be used in process mining-based fea-
ture extraction to enrich the tabular data, address other types
of anomalies, and result in improved detection effectiveness.
The extension will also include object-centric process mining,
which allows for focusing on the activities of the different en-
tities involved in a process instead of flattening the event data
and treating all objects uniformly [2].
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