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actual execution of a process, as recorded in an event log, with a reference process model, e.g., in the form of
a Petri net or a BPMN. Conformance checking enables identifying deviations, anomalies, or non-compliance
instances. It offers different perspectives on problems in processes, bottlenecks, or process instances that are
not compliant with the model. Performing conformance checking in federated (inter-organizational) settings
allows organizations to gain insights into the overall process execution and to identify compliance issues
across organizational boundaries, which facilitates process improvement efforts among collaborating entities.
In this paper, we propose a privacy-aware federated conformance-checking approach that allows for evaluating
the correctness of overall cross-organizational process models, identifying miscommunications, and quantifying
their costs. For evaluation, we design and simulate a supply chain process with three organizations engaged in
purchase-to-pay, order-to-cash, and shipment processes. We generate synthetic event logs for each organization
as well as the complete process, and we apply our approach to identify and evaluate the cost of pre-injected

Federated process mining
Conformance checking
Inter-organizational process mining

miscommunications.

1. Introduction

Process mining encompasses a range of techniques aimed at discov-
ering, analyzing, and improving business processes [1]. By leveraging
event logs, process mining provides evidence-based and actionable in-
sights into the actual execution of processes. The field of process mining
comprises three fundamental types of analysis: (1) process discovery,
where the goal is to learn real process models from event logs, (2)
conformance checking, where the aim is to find commonalities and
disconformities between a process model and the corresponding event
log, and (3) process enhancement, where the aim is to extend or improve
process models using different aspects of the available data. In this
paper, our main focus is on conformance checking, which plays a
pivotal role in process mining. It enables the detection of deviations,
anomalies, and instances of non-compliance.

The sub-discipline of process mining focusing on the collaborative
discovery, monitoring, analysis, and improvement of cross-organizational
processes is referred to by various terms such as inter-organizational
process mining, cross-organizational process mining, and federated pro-
cess mining [2-5]. In inter-organizational collaborations, organizations
work together to achieve shared goals, often requiring the exchange
of information, goods, or services across organizational boundaries.
Conformance checking, in this context, offers organizations insights
into the overall execution of processes and facilitates the identification
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of compliance issues that span organizational boundaries. This, in
turn, aids in driving process improvement efforts among collaborating
entities, leading to enhanced operational efficiency and alignment.
However, due to its distributed nature and the need to share and
analyze sensitive data, performing conformance checking in federated
or inter-organizational settings presents several challenges. It raises pri-
vacy concerns given that conformance checking should be done without
revealing the entire internal process of each involved organization in
the overall inter-organizational process, while also taking into account
the entire process and communication points.

In this paper, we propose a privacy-aware federated conformance-
checking approach. Our approach addresses privacy concerns and en-
ables organizations to perform conformance checking while safeguard-
ing sensitive information. Our approach provides a comprehensive
analysis of process conformance in federated environments by evaluat-
ing the correctness of cross-organizational process models, identifying
and quantifying miscommunication costs, and computing the overall
fitness of cross-organizational process instances.

To validate the effectiveness of our proposed approach, we simu-
late a supply chain process involving three organizations. Specifically,
we focus on purchase-to-pay, order-to-cash, and shipment processes,
which are critical components of the supply chain domain. By design-
ing this synthetic supply chain process, we have full control over its
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characteristics, allowing us to evaluate our approach in a controlled
environment. We generate synthetic event logs, capturing the activities
and interactions within the supply chain process. These event logs
serve as the basis for our conformance-checking analysis. By applying
our proposed approach to these synthetic event logs, we can assess
the accuracy of our method for detecting and quantifying pre-injected
miscommunications.

The remainder of this paper is structured as follows. In Section 2,
we discuss related work. In Section 3, the preliminaries are explained.
Section 4 provides details of the proposed approach. In Section 5, we
evaluate our approach, and Section 6 concludes the paper.

2. Related work

In this section, we present an overview of the research conducted
in the field of federated process mining, which is also known as inter-
organizational process mining or cross-organizational process mining.
We reference previous studies that have explored the privacy and
confidentiality aspects related to this discipline.

2.1. Federated process mining

In [2], inter-organizational process mining is explained, and various
categories of inter-organizational data flows are characterized. In [3],
the authors utilize EDI messages to illustrate an effective case study of
inter-organizational process mining in the automobile industry. In [4],
the authors focus on enhancing process performance by leveraging
insights gained from cross-organizational process mining. In [6], an
approach is proposed to compare collections of process models and
event logs recorded in different Dutch municipalities. In [7], an artifact-
driven approach for process monitoring is introduced. This approach
exploits the Internet of Things (IoT) paradigm to monitor business
process by capturing and analyzing the status of physical artifacts.
Although such an approach can go beyond the scope of a single
organization to monitor business processes, it highly depends on sensor
equipped physical artifacts and ignores the message passing phase of
collaboration, which is essential to capture inter-organizational mis-
communications.

The potential of cloud computing [8] and blockchains [9] has
also been acknowledged within the context of inter-organizational
process mining. In [10], the authors present an approach for dis-
covering distributed processes in supply chains. In [11], the authors
describe fundamental patterns to capture modeling concepts commonly
encountered in supply chains. In [12], a process mining approach
is introduced to uncover coordination patterns and workflow mod-
els from resource allocation logs of different organizations. Then, a
process integration approach combines these models and coordination
patterns to create a cross-organizational workflow model. In [13], the
authors propose an algorithm to discover Intra-department Healthcare
Process (IHP) models based on different patterns among medical de-
partments. In [14], a formal method is proposed to systematically
model and verify cross-department processes, taking into account vari-
ous coordination patterns among different departments. Finally, in [5],
a framework is introduced that recommends event log abstractions to
enable cross-organizational process mining.

2.2. Privacy-aware federated process mining

Recent research in this field has increasingly focused on addressing
privacy and confidentiality issues, which are widely recognized as the
primary barriers to federated process mining. In [15], a technique
based on secure multi-party computation is proposed for discovering di-
rectly follows graphs, which focuses on two parties. In [16], the authors
propose a framework for sharing public process models and discovering
organization-specific process models from multiple parties, relying on
a trusted third party. In [17], the authors suggest an approach for
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discovering process models in inter-organizational settings, utilizing
differential privacy and secure multi-party computation. In [18], the
authors propose an abstraction-based approach for privacy-aware fed-
erated process mining that focuses on process discovery. In [19], the
authors present an approach that enables process discovery on multi-
actor event data while preserving the confidentiality and integrity of
the original records in an inter-organizational business context. This
approach prioritizes data confidentiality at the organizational level and
imposes computational overhead on mining algorithms.

While previous work primarily focused on process discovery in
process mining, our work, to the best of our knowledge, is the first to
propose an approach for federated conformance checking, taking into
account privacy and confidentiality concerns.

3. Preliminaries

In this section, we provide definitions of event logs, Petri nets,
and alignments that are used in the rest of the paper. We start with
introducing basic notations and mathematical concepts. Let A be a set.
B(A) is the set of all multisets over A. Given A and B as two multisets,
A @ B is the sum over multisets, e.g., [a%, 5*] w [b%, c?] = [a%,b°, c?], and
A\ B is the multiset (set) difference, e.g., [a%, b*]\ [b%, c?] = [a%, b]. We
define a finite sequence over A of length n as 6=(a,,a,,...,a,) where
o(i)=a;€A for all ie{1,2,...,n}. The set of all finite sequences over A is
denoted with A*.

3.1. Event log

An event log is a collection of events. An event corresponds to
an activity execution and can be characterized by various attributes,
e.g., an event often has a timestamp attribute referring to the time at
which the event happened.

Definition 1 (Event). Let £ be the universe of event identifiers and N
be the universe of attribute names. For any e € £ and attribute name
n € N, n,(e) € U, is the value of attribute n for event e, where U,
is the universe of attribute values for attribute n. If ¢ does not have
an attribute named n, then z,(e) = L (null). We assume the following
attributes to always have a value for any event e:

* 7,4(e) € U,;y; capturing the case identifier of the process instance,

* 74(e) € U,,,; capturing the activity executed, and

* Tiime(€) € Ujimes capturing the timestamp at which the event
happened.

Definition 2 (Event Log). Let £ be the universe of events. An event log
L is a collection of events, i.e., L C &.

Table 1 shows a fragment of an event log recorded by a manu-
facturer’s information system by executing a purchase-to-pay process,
where case identifiers refer to order numbers.

Definition 3 (Trace, Simple Event Log). Let L C & be an event

log. cases(L) = {=,q4(e)le € L} is the set of case identifiers, and
events(L,c) = {e € Llr(e) = c} is the set of events in case c.
trace(L,c) = (e,,...,e,) € L* is a trace such that {e,...,e,} =

events(L,c), and V., ¢;< e;;, where < is a total order on events
such that ¥, o1 ej<e; = Typele)) < Aypeler). variant(L,c) =
(Zaer(€1)s Taer(€3)s ..., Ty (e,)) € U7, is called the corresponding trace
variant of trace(L,c). L = {trace(L,c)|c € cases(L)} is the set of traces
in L and L = [variant(L,c)|c € cases(L)] is the multiset of trace variants
in L, which is called a simple event log.
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Table 1
A fragment of an event log recorded by a manufacturer’s information system by
executing a purchase-to-pay process.

cid act Time

cl create purchase order (po) 01.01.2023-08:00:00
cl send order request (so) 01.01.2023-08:30:00
cl goods receipt (gr) 02.01.2023-09:00:00
cl invoice receipt (ir) 02.01.2023-09:30:00
cl payment (pa) 02.01.2023-11:00:00
c2 create purchase order (po) 02.01.2023-11:30:00
c2 send order request (so) 02.01.2023-11:40:00
c2 invoice receipt (ir) 02.01.2023-16:30:00
c2 goods receipt (gr) 02.01.2023-17:30:00
c2 payment (pa) 03.01.2023-10:30:00
c3 create purchase order (po) 03.01.2023-10:40:00
c3 send order request (so0) 03.01.2023-10:50:00
c3 invoice receipt (ir) 03.01.2023-16:30:00
c3 payment (pa) 03.01.2023-17:00:00
c3 goods receipt (gr) 03.01.2023-17:30:00

Definition 4 (Applying Functions to Sequences). Let f : X » Y be a
partial function. f can be applied to sequences of X using the following
recursive definition: (1) f({( )) =( ) and (2) for c € X* and x € X:

f(o) ifx & dom(f)
f(x)-0)= .
(f(x) - f(o) ifx € dom(f)

3.2. Petri nets

A Petri net is represented by a directed graph, with nodes represent-
ing places and transitions, and edges representing the flow of tokens!
between places and transitions. Each transition is represented by a
square, and each place is represented by a circle. Transitions are used to
model activities, and they are connected via places that model possible
states of the process. The state of a Petri net is determined by the
distribution of tokens over places and is referred to as its marking.

Definition 5 (Petri Net). A Petri net is a triplet N = (P,T,F), P is
a finite set of places, T is a finite set of transitions which it allows
PNT =@, and F C (PxT)U (T x P) is a set of directed arcs. A
marked Petri net is a pair (N, M), where N = (P,T, F) is a Petri net
and M € B(P) is a multiset over places denoting the markings of the
net.

Given a Petri net N = (P,T,F), forany x € PUT, ox={y| (y,x) €
F} denotes the set of input nodes and x» = {y | (x,y) € F} denotes the
set of output nodes. A transition ¢ € T is enabled in marking M of net
N, denoted as (N, M)[r), if each of its input places «f contains at least
one token. It is possible for an enabled transition ¢ to occur, in which
case one token will be consumed from each input location in «f and one
token will be produced for each output place in te. To represent with
formal notations, the marking resulting from firing enabled transitions
t in marking M of Petri net N is M’ = (M \ «t) Wte. (N, M)[t)(N, M)
denotes that 7 is enabled in M and firing ¢ results in marking M’. Given
o = (t,tp,...,1,) € T* as a sequence of transitions, (N, M)[c)(N, M)
denotes that there is a set of markings M,, M|, ..., M, such that M, =
M, M, = M', and (N,M)[t; YN, M;,,) for 0 < i < n. M' is
called a reachable marking from M if there exists a ¢ € T* such that
(N, M)[o)(N, M").

Definition 6 (Labeled Petri Net). A labeled Petri net is a tuple N =
(P,T,F,l) where (P, T, F) is a Petri net as defined in Definition 5, with
labeling function / : T » U,,. Given ¢, = (a},a,...,a,) € Uy,
(N, M)[o,)(N,M") if and only if there is a sequence of transitions

6 =(t,ts,...,1,) € T* such that (N, M)[6)(N, M’) and o, = I(0).

1 Tokens are represented as black dots.
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p3 t4 p5

Fig. 1. A system net that models the behavior seen in Table 1.

P={start, pl, p2, p3, p4,p5,end }, T={11,12,13,14,15}, F={(start,t1),(t1, pl),(pl,12), (12, p2),
(12, p3), (p2,13), (13, p4), (p3, 14), (4, p5), (p4,15), (p5,15), (15, end) }, M, =[start],

My = lend].

If t ¢ dom(l), it is called an invisible (silent) transition. We write
I(t) = 7 if t & dom(l). A visible transition t+ € dom(l) corresponds to
an observable activity /(r) € U,,. In the domain of process mining, we
always study processes that begin in one state and conclude in another.
As a result, we develop the concept of a system net.

Definition 7 (System Net). A system net is a triplet SN = (N, M,,;,
M) where N = (P, T, F,l) is a labeled Petri net, M,,;, € B(P) is the
initial marking, and M;,,, € B(P) is the final marking. Uy denotes

the universe of system nets.

Definition 8 (System Net Traces). Let SN = (N, M,,;, My;,,) be a
system net. ¢,(SN) = {0, | (N, M,,;)l6,)(N, M;,,)} is the set of
visible traces starting in M,,, and ending in My;,,. ¢,(SN) = {o |
(N, M;,;)lo)(N, Mf;,,)} is the corresponding set of complete firing
sequences.

Fig. 1 shows a system net that models the behavior seen in Table 1,
where ¢,(SN) = {{po, so, gr,ir, pa),{po, so,ir,gr,pa)} and ¢ (SN) =
{(t1,12,13,14,15),

(t1,12,14,13,15)}.

3.3. Conformance checking

Conformance checking techniques investigate how well an event log
L and a system net SN = (N, M,,;;, M s,,) fit together. Note that SN
may have been discovered through process mining or may have been
made by hand. In any case, it is interesting to compare the observed
example behavior in L with the potential behavior of SN. L is perfectly
fitting SN if and only if L C ¢,(SN). There are different techniques to
quantify fitness such as token-based replay [20] and alignments [21].
In this paper, we focus on alignments as the most common and well-
investigated technique. An alignment between a log and a model is
defined based on moves.

Given a log L and a model SN = (N, M,;;, M;,,;), where N =
(P,T,F,l). A move refers to a pair (x,(y,t)), where the first element
x € U, refers to an activity in the log and the second element (y,1)
refers to a transition ¢+ € T and its corresponding label y = I(r) in the
model. For example, (a, (a,71)) means that both log and model make an
“a move”, a so-called synchronous move, where the move in the model
is caused by the occurrence of transition 71, (>, (a,11)) means that an
“a move” in the model is not mimicked by a corresponding move in
the log, a so-called model move, and (a,>) means that an “a move” in
the log is not followed by the model, a so-called log move.

Definition 9 (Legal Moves). Let L C € be an event log, A; = {r,,(e) |
e € L} be the set of activities in L, and SN = (N, M,,;;, M) be a
system net, where N = (P,T.F,l). LMgy ; = {(x,(x,1)) | x € Ap At €
TAID)=x}Uu{C>(x,0))|[teT AI()=x}U{(x,>)]|x€ A} is the set
of legal moves.



M. Radfiei et al

Definition 10 (Alignment). Let 6, €L be a log trace variant and o,, €
¢7(SN) be a complete firing sequence of system net SN. An alignment
of o, and oy is a sequence of legal moves y € LMy, ,, s.t., the
projection on the first elements of legal moves (ignoring >) results in
o; and the projection on the last element (ignoring > and transition

labels) results in o,.
For instance, given 6; = (po, gr,ir,so,pa) as a log trace and the

model shown in Fig. 1, a corresponding alignment is as follows:
‘po‘>>‘gr‘ir‘so‘pa‘

po gr > | pa

t1 13 15

ir
t4

s0
12

y =

Given a trace variant in a log and a process model, there may be
many (if not infinitely many) alignments. To select the most appropri-
ate one(s), so-called optimal alignments, one needs to associate costs to
undesirable moves, i.e., non-synchronous moves (misalignments), and
select an alignment with the lowest total costs.

Definition 11 (Alignment Cost). Let LMy ; be a set of legal moves.
A cost function § : LMgy ; — N assigns costs to legal moves. The
cost of an alignment y € LM;N, ; is the sum of all costs: 6(y) =
2 aney 8 (3. 1)-

An alignment y € LMy, for a trace variant o, €L is optimal, if
there is no other alignment for the trace whose cost is lower than 4(y).
Synchronous moves have no costs, i.e., 5(x,(y,1)) = 0. Model moves
only have no costs if the transition is invisible, i.e., 6>, (r,7)) = 0 if
I(t) = 1. 6¢>,(y,1)) > 0 is the cost of a model move with a visible
transition. §(x,>) > 0 is the cost for a log move. These costs may
depend on the nature of the activity, e.g., skipping a payment may
be more severe than sending too many letters. It is worth noting that
misaligned costs may be converted into a fitness value ranging from 0
(bad fitness, i.e., maximal costs) to 1 (perfect fitness, zero costs). We
refer to [21] for details.

4. Approach

Fig. 2 depicts the general conceptual framework of federated confor-
mance checking. A collection of organizations collaboratively execute
a process model. Each organization executes a part of the collaborative
process model. Such an execution emits a data footprint, i.e., a private
event log. Moreover, each organization has a private reference model,
specifying the intended process behavior. A private reference model is
either created manually or discovered based on the private event log.
Both the private reference process model and the private event log are
company-internal and cannot be publicly shared.

Definition 12 (Private Event Log). Let £ be the universe of events
and O be a collection of organizations. A private event log L2 C &
belonging to an organization o € O is a collection of events where each
event ec L) has in, out, and oid as message passing and organization
identifier attributes in addition to the default attributes cid, act, and
time.

7in(e) € (O\{o})u{Ll} indicates that the event required input from
an organization in order to be executed.

7(€) € (O\{o}) U {1} indicates that the execution of the event
was required as input from an organization.

7,i4(e) € O indicates the identifier of the organization owning the
log.

{min(e), mp (@)} N {L} = {1}

Note the following constraints in Definition 12 without loss of
generality: (1) an organization has no message passing with itself and
(2) an event e cannot be executed as a sender, i.e., 7,,(¢) # L, and
receiver, i.e., 7;,(e) # 1, at the same time. Table 2 shows a private
version of the event log shown in Table 1, where the manufacturer
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Table 2

A private version of the sample event log shown in Table 1.
cid act time in out oid
cl create purchase order (po) 01.01.2023-08:00:00 1 1 ml
cl send order request (s0) 01.01.2023-08:30:00 1 sl ml
cl goods receipt (gr) 02.01.2023-09:00:00 L L ml
cl invoice receipt (ir) 02.01.2023-09:30:00 sl 1 ml
cl payment (pa) 02.01.2023-11:00:00 1 sl ml
c2 create purchase order (po) 02.01.2023-11:30:00 1 1 ml
c2 send order request (so) 02.01.2023-11:40:00 1 sl ml
c2 invoice receipt (ir) 02.01.2023-16:30:00 sl 1 ml
c2 goods receipt (gr) 02.01.2023-17:30:00 1 1 ml
c2 payment (pa) 03.01.2023-10:30:00 1 sl ml
c3 create purchase order (po) 03.01.2023-10:40:00 1 1 ml
c3 send order request (s0) 03.01.2023-10:50:00 1 sl ml
c3 invoice receipt (ir) 03.01.2023-16:30:00 sl L ml
c3 payment (pa) 03.01.2023-17:00:00 i sl ml
c3 goods receipt (gr) 03.01.2023-17:30:00 1 1 ml

with identifier ml exchanges messages with a supplier organization
with identifier s1.

For a given collection of organizations, O={0,,0,, ...0; }, we assume
that the corresponding private event logs L™, ..., L} do not share any
events, i.e., Vi ;< L{"'NLY""=f. Organizations share a public version
of their event log, only consisting of interaction events.

Definition 13 (Public Event Log). Given a private event log of an
organization o, LF", its corresponding public version is defined as
follows: L™ = {e € L”" | z,,(e) # LV m,,(e) # L}. Clearly, LP** ¢ LI"™.

Note that private and public event logs can easily be converted
to their corresponding simple versions (see Definition 3). A private
process model is a reference model, e.g., a Petri net, that specifies the
intended behavior of an organizational process including its interaction
with other organizations, i.e., message-passing information modeling
an interface. We use open nets, as a specific type of Petri nets, to define
a private process model [22,23].

Definition 14 (Private Process Model - Open Net). Let I be a set of

input places and O be a set of output places. ON?"* = (P,T, F,l, M,,;,

M iy, I,0) is an open net, modeling a private process model, where:
< (PUITUO,T,F,I,M,,,

are pairwise disjoint,

«forallpe 1V O, M,,;,(p) =0 and My;,,(p) =0,

- forallpel,ep=4, forall pe O, ps =4,

e Tyu={teT|(tuts)yn(IVO) =0}, T.,, =T \T,,, and

+ there exists t€T},,, s.t., I(t) # 7.

M 410 1s @ system net such that P, I, O

Note that in Definition 14, T;,, refers to internal transitions that are
not involved in any message-passing activities. A set of transitions in
a private process model is composed of internal and communicational
transitions T,,,,, i.e., T = T;,, UT,,,. An open net turns to a closed net if
I = O = . Given an open net ON, inner(ON) is its corresponding sys-
tem net resulting from removing the interface places and their adjacent
arcs from ON. Fig. 3 shows a private process model corresponding to
the private event log shown in Table 2.

Organizations are by default not willing to share their private
process models containing their sensitive internal activities. However,
we assume that sharing a public version of their private internal process
models is of less sensitivity, and organizations are willing to do this
to collaboratively analyze the overall collaborative process model. A
public process model only models message-passing activities.

Definition 15 (Public Process Model). The public version of a private
process model ON?" = (P,T,F,l, M,,;, M.y, 1,0) is obtained by
making all the internal transitions invisible, ie.,
ONMb = (P,T,F,1, My, My, 1, 0) such that for all t € T,,,,, I(t) = 7.
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Organization 1
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Private

Private Private

Process Model

Local CC Results
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EventLog Event Log
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Process Model

Local CC Results
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Communication Costs

Federated CC Results
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Private
Process Model

Local CC Results
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Organization k
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Private

Private
Process Model

Local CC Results

EventLog

v

Evaluated
Collaborative Process
Model

Fig. 2. General conceptual framework of federated conformance checking.

i3

iol

mi_p2 mi_t3

mi_start mi_t1 mil_p1 m1_end

mil_p3

mi_td mi_p5

Fig. 3. A private process model corresponding to the private event log shown in
Table 2. I = {io2}, O = {iol,i03}, T,,, = {ml_t1,m1_t3}, and T,,,, = {m1_12, m1_t4,m1_15}.

com

4.1. Local conformance checking

Local conformance checking refers to the alignment of a private
event long (i.e., observed behavior) and a private process model (i.e.,
modeled behavior) in each organization. In order to align observed
behavior and modeled behavior, we need as input a simple event
log L € BV}, and a system net SN (N, M5 M figp)- A sim-
ple event log can easily be obtained from a private event log (see
Definition 3). A system net of a private process model ON?"" is obtained
by inner(ONP™). Note that private process models represented by open
nets cannot simply be taken as input for conformance checking. That
is because in an open net with input places I and output places O,
transitions consuming from I are dead, and tokens produced on places
in O cannot be removed by the net.

4.2. Local communication costs

To compute federated conformance checking, each organization
needs to calculate the local communication cost associated with a
communication point of its private process model (i.e., an input or an
output place). The local communication cost of a communication point
refers to the potential cost of misalignment between a trace and a private
process model (i.e., an open net) due to a miscommunication between
two organizations. We introduce three different types of miscommuni-
cations: sender move, receiver move, and asynchronous communication. In
the following, we define different types of (mis)communications.

Definition 16 (Communication Types). Let o, and o, be sender and re-
ceiver organizations communicating through a place p; used as output

place in the process model of o, and as input place in the process model
of o,. A sender move refers to a situation where a message (i.e., a token
in a Petri net) produced by o, in p, is never consumed by o,. A receiver
move refers to a situation where o, consumes a message from p, that
is never produced by o,. An asynchronous communication refers to a
situation where o, consumes a message from p, before getting produced
by o,.

Note that miscommunications are not observable in an organi-
zation without having access to the communication-related data of
organizations involved in communications. Thus, local communication
costs are considered potential costs and calculated by assuming that
traces involved in communications misalign with the organization’s
private process model due to miscommunications. To calculate local
communication costs (i.e., potential miscommunications), we replace
the label of communicational transitions on the private model with a
label that cannot get synched with the corresponding activity in the
trace, e.g., the silent label 7.

We consider two specific types of labels that can be replaced with
communicational transitions: input labels and output labels.

+ Input labels: These are associated with transitions that connect
to an input place in the process model. We replace an input label
with the label of a communicational transition that is linked to
this input place.

» Output labels: These are tied to transitions that connect to an
output place. Similarly, an output label is replaced with the label
of a communicational transition associated with this output place.

In practice, different misalignment costs can be assigned to input
labels and output labels, depending on the severity or significance of
the misalignment in the context of the process being analyzed. To
represent these labels, we use the labels r;, for input labels and 7,
for output labels. We treat these labels as silent transitions. This means
that when these labels are used, they do not incur any cost in terms of a
corresponding model move. However, it is important to note that when
the label of a communicational transition is replaced with specific silent
labels (z;, or 7,,), it leads to a log move in the event logs. This log move
reflects the occurrence of an event in the trace without a corresponding
action in the model, effectively indicating a communication-related
discrepancy. The minimal cost that can be assigned to this type of
miscommunication is based on this log move, representing the least
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Fig. 4. The system net obtained from Fig. 3 by replacing the label of communication transition m1_2 with

penalty for such a misalignment.

Moreover, as discussed in Section 4.1, alignments cannot be com-
puted over open nets. Thus, after replacing the label of the communi-
cational transition associated with a communication point, for which
we want to calculate the local communication cost, we obtain the
corresponding system net by applying the inner function inner(.) to the
open net. Note that the local communication cost of a trace includes the
local alignment cost of the trace. Thus, we need to subtract the local
conformance cost from the local communication cost to obtain the cost
solely associated with potential miscommunications.

As an example, consider a trace ¢ = (po,so,ir,pa,gr) and the
private process model in Fig. 3. To calculate the local communication
cost associated with communication point iol, we replace the label of
communication transition ml 12 with z,,, as an output label and apply
function inner(.) to the open net. Fig. 4 shows the corresponding system
net. The alignment of trace ¢ with the resulting system net is as follows:

po ‘ S0 ‘ > ‘ ir ‘ pa ‘ gr ‘ > ‘
Yy = po > Tout ir > gr pa
ml_t1l ml_2 | ml_t4 ml_t3 | mli5

As can be seen in the alignment of the above-mentioned example,
the local communication cost associated with communication point iol
appears as a log move associated with activity so that cannot be mim-
icked by the model because of the replacement of the corresponding
activity label with a silent transition. Considering no cost for the output
label 7, the local communication cost is 1. As mentioned earlier, one
can consider different costs for output (input) labels. However, the
overall cost of this alignment, which is 3 assuming no cost for the
output label, includes the local alignment cost as well, which is due
to the order misalignment of activities pa and gr. To obtain the local
communication cost associated with communication point iol exclud-
ing the local alignment cost, we need to subtract the local alignment
cost from the overall alignment cost. Thus, the local communication
cost associated with iol is3 -2 =1.

In the remainder, the local communication cost of a trace for a
specific communication point refers to the cost that does not contain
the local conformance cost of the trace.

4.3. Communication between public process models

Communication between two public process models is modeled by
composing the respective open nets [23]. To this end, shared input and
output places are merged and turned into internal places. A channel
is represented by a merged internal place, and a token on such a place
corresponds to a waiting message in the channel. For the composition of
two open nets, we assume that the sets of transitions and internal places
of two nets are pairwise disjoint. However, the interfaces, i.e., the sets
of input and output places, overlap. Furthermore, each shared place p
has just one open net that sends into p and one open net that receives
from p. i.e., communication is bilateral and directed [23]. Open nets that
meet these requirements are called composable.
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mi1_end

mil_t4 ml_p5

as an output label and applying the inner(.) function.

out

Table 3
A fragment of a private event log recorded by a supplier’s information system by
executing an order-to-cash process.

cid act time in out oid
cl receive order (ro) 01.01.2023-08:40:00 ml 1 sl
cl create invoice (ci) 01.01.2023-08:50:00 1 1 sl
cl order processing (op) 01.01.2023-09:00:00 1 1 sl
cl order shipment (os) 01.01.2023-15:30:00 1 1 sl
cl send invoice (si) 02.01.2023-09:00:00 1 ml sl
cl payment collection (pc) 02.01.2023-11:30:00 ml 1 sl
c2 receive order (ro) 02.01.2023-11:50:00 ml 1 sl
c2 order processing (op) 02.01.2023-12:30:00 1 1 sl
c2 order shipment (os) 02.01.2023-16:30:00 1 1 sl
c2 create invoice (ci) 02.01.2023-17:30:00 1 1 sl
c2 send invoice (si) 02.01.2023-17:40:00 1 ml sl
c2 payment collection (pc) 03.01.2023-10:40:00 ml 1 sl
c3 receive order (ro) 03.01.2023-10:55:00 ml 1 sl
c3 create invoice (ci) 03.01.2023-11:00:00 1 1 sl
c3 order processing (op) 03.01.2023-11:30:00 1 1 sl
c3 send invoice (si) 03.01.2023-16:20:00 1 ml sl
c3 order shipment (os) 03.01.2023-17:00:00 1 1 sl

4.4. Running example

As a running example, we consider a simplified supply chain pro-
cess, where a collaborative process is executed by two parties: a manu-
facturer, executing a purchase-to-pay process, and a supplier executing
an order-to-cash process. We consider the process model shown in
Fig. 3 as the private process model of the manufacturer and the process
model shown in Fig. 5 as the private process model of the supplier, with
a corresponding private event log shown in Table 3.

Definition 17 (Collaborative Process Model - Open Nets Composition). Let
ON" = (P, Ty, F\.l;. My . M, . 1,.0,) and ON!' = (P,. T,

Fy by, My, M inaly I,,0,) be two open nets modeling two public pro-
cess models. ON}*” and ON;’“’ are composable if (P, UT; UI; UO|)N
(P,UT,UI,U0,) = (I; N0,)U(I,NO,). The composition of ONf‘”’ and
ON!" is an open net ON"* @ ON!" = (P,T.F.I, M. M;,4,.1.0)
modeling a collaborative process model where:

* P=PUP,UI; NO))UI,NO)),

T = TWIT,, F = FUF, M,;, = M
Mfinall wainalz’

sl 1 T » Uy, with dom() = dom(l}) U dom(ly), I(t) = 1,(1) if
t € dom(l}) and I(r) = 1,(¢) if ¢ € dom(l,),

« I'=(UlL)\(0;U0,),and O = (0; UOy) \ (I U I,).

UMinirzr Mfinal =

init)

Note that open net composition models asynchronous message-
passing. Asynchronous message-passing implies non-blocking commu-
nication, where a process can proceed with its execution without
waiting for a sent message to be received. Additionally, messages can
be overtaken by one another, meaning that the order in which messages
are sent may not align with the order in which they are received.
Fig. 6 shows the collaborative model obtained by composing the public
versions of the private process models shown in Fig. 3 and Fig. 5.

We want a collaborative process model to be valid. A valid collab-
orative process model is a closed net, where I = O = @. That is, after
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Fig. 5. A private process model corresponding to the private event log shown in Table 3. I = {iol,i03}, O = {io2}, T,

m1_start mil_t1 mil_pl

mi_t3

s1_p4

S1_start

$1_p2 S1_t3 s1_p3

Fig. 6. The collaborative model obtained by composing the public versions of the private process models shown in Figs. 3 and 5.

composing public process models there must not be input or output
places remaining unmerged, i.e., not turned into internal places of the
collaborative process model. The validity checking of a collaborative
process model is the first step of federated conformance checking that
can disclose communicational problems. Assuming that the collabora-
tive process model is a valid closed net, we can compute federated
conformance checking based on shared local conformance checking
results, shared local communication costs, and the collaborative event
log which is a collection of public event logs.

Definition 18 (Collaborative Event Log). Given L‘l"‘b,L‘z’"b, ,Li"b as
public logs of k organizations, L = L’f“b v Lg“b Uy Li“b is their
corresponding collaborative event log. Given L¢”, the public event log
of an organization o is L™ = {e € L* | z,4(e) = 0}.

Table 4 shows the collaborative log obtained by combining the
public versions of the private event logs shown in Tables 2 and 3.

The first step of calculating federated alignment costs is to use the
collaborative event log to realize (real) communication costs of local
communication costs calculated by each organization. As mentioned in
Section 4.2, a local communication cost of a trace refers to the cost asso-
ciated with a potential miscommunication related to a communication
point.

The local communication cost of a trace ¢, belonging to a case ¢ and
related to a communication point io becomes a real communication cost
if the type of communication associated with io is not synchronous. We
consider no cost for a local communication cost if it is not realized
after sharing public event logs. The federated alignment cost of a case
involved in communication between two organizations is calculated as
Definition 19.

Definition 19 (Federated Alignment Cost). Let org, and org, be two
organizations involved in communication via a joint case c¢. Given
LaC°81(c) as the local alignment cost of ¢ in org,, LaC?#2(c) as the local
alignment cost of ¢ in org,, LcC$1(c) as the real communication cost
of ¢ in org, for all the communication points, and LcC?$2(c) as the real

mi1_p4

io2

s1_t5 s1_p6

int

s1_p6

= {5112, 513,51_14}, and T,

com

s1_t6
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io3

s1_end

s1_end

= {sl_r1, 5115, s1_6}.

Table 4

The collaborative log obtained by combining the public versions of the private event

logs, shown in Tables 2 and 3.
cid act time in out oid
cl send order request (so) 01.01.2023-08:30:00 1 sl ml
cl receive order (ro) 01.01.2023-08:40:00 ml 1 sl
cl send invoice (si) 02.01.2023-09:00:00 1 ml sl
cl invoice receipt (ir) 02.01.2023-09:30:00 sl L ml
cl payment (pa) 02.01.2023-11:00:00 1 sl ml
cl payment collection (pc) 02.01.2023-11:30:00 ml 1 s1
c2 send order request (so) 02.01.2023-11:40:00 1 sl ml
c2 receive order (ro) 02.01.2023-11:50:00 ml 1 sl
c2 send invoice (si) 02.01.2023-17:40:00 1 ml sl
c2 invoice receipt (ir) 02.01.2023-18:30:00 sl 1 ml
c2 payment (pa) 03.01.2023-10:30:00 1 sl ml
c2 payment collection (pc) 03.01.2023-10:40:00 ml 1 sl
c3 send order request (so0) 03.01.2023-10:50:00 1 sl ml
c3 receive order (ro) 03.01.2023-10:55:00 ml 1 sl
c3 send invoice (si) 03.01.2023-16:20:00 1 ml sl
c3 invoice receipt (ir) 03.01.2023-16:30:00 sl 1 ml
c3 payment (pa) 03.01.2023-17:00:00 1 sl ml

communication cost of ¢ in org, for all the communication points, the
federated alignment cost of case ¢ is FaC(c) = LaC?81(c)+ LaC82(c)+
LcC81(c) + LcC"82(c).

As an example, consider ¢”' = (po, so, ir, pa, gry and 6%} = (ro,ci,op,

si,os) as the trace of case ¢3 in organizations ml and sl, respectively.
Tables 5 and 6 show the local alignment and communication costs with
respect to the system nets of the private models of two organizations
shown in Figs. 3 and 5, considering no cost for input and output labels.

The alignment of the collaborative trace afg’ = (so,ro, si,ir, pa),
which can be obtained from the collaborative event log with the

collaborative process model is as follows:

‘ > ‘ s0 ‘ ro ‘ > ‘ > ‘ > ‘ si ir ‘ > ‘ pa > ‘
Yy = T 50 ro T T T si ir T pa pec
ml_tl {ml2 | sl_tl|sl_e2|slt3|sl_t4|s1_t5|ml_td|ml_t3|ml_t5|sl_t6
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Fig. 7. The high-level designed process and communications among three organizations in the CPN Tools.

Table 5

The local alignment and communication costs for trace (po, so, ir, pa, gr) with respect to the system net of the private model
of organization m1 shown in Fig. 3, considering no cost for input and output labels.

case id local align. cost local com. cost iol local com. cost i02 local com. cost io3
LaC™ (c3) LcC™ (iol) LcC™ (i02) LcC™ (i03)
c3 2 1 1 1
Table 6

The local alignment and communication costs for trace (ro,ci,op,si,os) with respect to the system net of the private model of
organization s1 shown in Fig. 5, considering no cost for input and output labels.

case id local align. cost local com. cost iol local com. cost io2 local com. cost io3
LaC*1(c3) LcC*i(iol) LcC*1(i02) LcC*i(io3)
c3 3 1 1 0
In the alignment of a collaborative trace with the collaborative activities.

process model, each visible non-synchronous move (see Definition 10
and different types of moves) is associated with a type of miscommu-
nication. In the above alignment, there exists only one visible non-
synchronous move, which is associated with a sender move type of
miscommunication related to the communication point io3. Thus, the
only local miscommunication that is realized is the one associated with
the communication point io3. The federated alignment cost of case ¢3
is calculated as follows: LaC™(¢3) = 2, LaC*!(¢3) = 3, LeC™\(c3) =
0+0+1, LeCH(¢3) =0+0+0, and FaC(c3)=3+2+1+0.

Note that assuming that miscommunication costs are not customized
by individual organizations, the federated alignment cost for a case
is equal to the local alignment costs of each organization plus the
alignment costs of the corresponding collaborative trace with respect
to the collaborative process model.

4.5. Privacy considerations

In general, two main levels for privacy concerns can be consid-
ered in federated process mining: individual-level and organizational-
level [18]. The former aims to protect private data belonging to in-
dividuals in organizations. The latter considers the sensitive internal
activities of an organization as private information that should not
be revealed [16,18]. As described below, our approach considers both
levels of privacy concerns.

Focusing on the control-flow aspect of event logs, the sensitive
individual-related data that need to be protected are complete se-
quences of activities performed for individuals (cases) [24-28]. In our
approach, we never share a complete sequence of activities performed
for a case. We only share the local alignment results per case and
public models that cannot be exploited to infer complete sequences of

The sensitive organizational-level data that need to be protected, fo-
cusing on the control-flow aspect of event logs, are internal organization-
specific activities that are never shared in our approach. We only share
communicational activities that are involved in sending (receiving)
messages to (from) other organizations.

5. Experimental results

In order to validate the effectiveness of our proposed approach,
we devised a simulated supply chain process involving three organi-
zations: a manufacturer, a supplier, and a shipper. Specifically, we
focused on purchase-to-pay (executed by the manufacturer), order-to-
cash (executed by the supplier), and shipment (executed by the shipper)
processes, which are critical components of the supply chain domain.

We used the CPN Tools [29] and SML functions to simulate this
scenario. The source code is available in our GitHub repository®. The
abstract high-level design and communication among three organi-
zations in the explained supply chain process is shown in Fig. 7.
Fig. 8 represents the detailed process inside the manufacturer, where
it starts with the creation of a purchase order and is followed by the
order confirmation or rejection. This process ends with payment. The
designed processes of the supplier and shipper are shown in Fig. 10. By
designing this synthetic supply chain process, we have full control over
its characteristics, allowing us to evaluate our approach in a controlled
environment (see Fig. 9).

Using the designed process models in the CPN Tools, we generate
synthetic event logs capturing the activities and interactions within

2 https://github.com/m4jidRafiei/Federated_Conformance_Checking/tree/main/CPN
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Fig. 8. The designed and implemented process of the manufacturer.

the supply chain process. These event logs served as the basis for Table 7
our conformance checking analysis. The generated event logs are also The general statistics of the generated event logs.
available in the GitHub repository.® Table 7 shows the general statistics #cases  #events  #activites  #communication points
of the event logs. Manufacture 297 2517 10 7
By deliberately injecti . icati into th theti Supplier 297 2788 11 8
y deliberately injecting miscommunications into the synthetic Shipper 271 155 s 3
event logs, we introduced various scenarios representing communica- Overall 297 6660 2 9

tion breakdowns or deviations from the expected process flow. Our
approach then enabled us to identify the costs incurred due to these

miscommunications. This analysis provides valuable insights into the . . L
impact of miscommunications on the overall process performance and

allows us to evaluate the effectiveness of our approach in capturing

3 https://github.com/m4jidRafiei/Federated_Conformance_Checking/tree/main/Logs such costs.
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Fig. 9. The designed and implemented processes of the supplier.
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Fig. 10. The designed and implemented processes of the shipper.

5.1. Miscommunication scenarios

We inject three miscommunication scenarios corresponding to the
three miscommunication types including sender move, receiver move, and
asynchronous communication.

» Sender move: To simulate this type of miscommunication, we fo-
cus on the communication between the manufacturer and the sup-
plier through the communication point order dispatch. A sender
move happens when the supplier as the sender executes the
order dispatch activity but the manufacturer does not execute the
buddy activity that is dispatched. Thus, we deliberately removed
the dispatched activity from 10 cases in the event log of the
manufacturer.

Receiver move: To simulate this type of miscommunication,
we focus on the communication between the supplier and the
shipper via the communication point shipment started. A receiver
move happens when the supplier executes the activity ship_started
while the shipper does not execute the buddy activity which is
preparation. We intentionally removed the preparation activity
from the shipper’s event log for 19 cases.

Asynchronous communication: This type of miscommunication

refers to the situation where the communication happens in the
wrong order. We focus on the communication between the ship-
per and the manufacturer to simulate this type of communication.
Particularly, we swap the order of the delivery and delivered
activities that are connected via the communication point de-
livery notice such that the delivered activity is executed by the
manufacturer earlier before the delivery activity is executed by
the shipper. To this end, we shifted the execution time of the
delivery activity by the shipper for 5 cases.

The altered event logs with the inserted miscommunications for
three organizations are available in the GitHub repository.*

4 https://github.com/m4;jidRafiei/Federated_Conformance_Checking/tree/main/Modified_
Logs
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5.2. Local and federated conformance checking

As shown in Fig. 2, the first step is to compute the local alignments
and communication costs by each organization. We use no-cost by de-
fault for input and output labels associated with the communicational
transitions. Thus, potential communication costs associated with the
communication points are equal to 1, which refers to a log move, for
all the traces where the communication points get involved.

Fig. 11 shows the local alignment results produced by ProM 6.2 for
the manufacturer, the supplier, and the shipper. The manufacturer can
see a model move on the dispatched activity in its local view due to the
cases for which the dispatched activity was not executed, which refers
to the sender move scenario. The supplier sees no misalignment in its
local view, even though it involves in two miscommunication scenarios,
i.e., the sender and receiver moves. The shipper can see a model move
on the preparation activity in its local view due to the cases for which
the preparation activity was not executed, which refers to the receiver
move scenario.

As can be seen in the local alignment results, a sender (receiver)
move can be reflected in the local alignments of the receiver (sender)
organization. However, such local costs cannot be realized as miscom-
munication without the collaborative log and model. Moreover, the
asynchronous type of miscommunication cannot be reflected in local
alignments. This type of miscommunication can only be realized by
aligning the collaborative log with the collaborative model.

To perform alignments on the collaborative model and log, we first
need to obtain them as described in Definitions 17 and 18. The collab-
orative event log and model are available in the GitHub repository.”
Fig. 12 shows the alignment result produced by ProM 6.2 for the collab-
orative log and model. One can see the sender and receiver moves on
the dispatched and preparation activities, respectively. Moreover, the
asynchronous communication scenario is reflected by 5 model moves
and 5 log moves on the delivery and delivered activities, respectively.

Note that in this section, we focused on the deliverable insights
provided by the proposed framework that can be obtained by the
existing tools rather than calculating the federated alignment costs for
each case that has already been shown via the running example.

5 https://github.com/m4;jidRafiei/Federated_Conformance_Checking/tree/main/
Collaborative
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Fig. 11. The local alignment results produced by ProM 6.2 for the manufacturer, the supplier, and the shipper. A red border for a transition indicates a model move.

6. Conclusion

In conclusion, this paper presented a novel contribution to the field
of process mining by addressing the critical aspect of conformance
checking in the context of federated (inter-organizational) settings.
Our proposed privacy-aware federated conformance checking approach
offered a comprehensive framework for evaluating correctness and
uncovering non-compliance instances across organizational boundaries.

The value of our approach lies in its ability to provide insights
into process compliance issues while respecting the privacy concerns
of individual organizations. We introduced public and private models

11

and logs and showed how to compute federated alignment costs by
only sharing public models and logs to protect sensitive information, al-
lowing collaborating entities to share and analyze cross-organizational
process data without compromising confidentiality.

The empirical evaluation conducted in this paper underscored the
efficacy of our approach. Through the design and simulation of a
supply chain process involving three distinct organizations, we gen-
erated synthetic event logs and showed how our proposed approach
could be employed to assess and highlight miscommunications. These
insights not only shed light on potential inefficiencies and deviations
but also guided process improvement initiatives among collaborating
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Fig. 12. The alignment result produced by ProM 6.2 for the collaborative log and model. A red border for a transition indicates a model move. A yellow place indicates a log

move.

organizations, fostering enhanced coordination and performance in the
inter-organizational context.
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